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l. Introduction & Setup

The Ronin Sentinel is a radio base station for coordinating and communicating by radio, WiFi, and USB to connected
Ronin Cameras. It is intended to be used either as a permanent installation mounted to a wall or placed on a desktop,
or it can also operate as portable unit for those situations where you want to download captured Ronin Camera pictures
by bringing the Sentinel into range of the already placed Ronin Camera.

Users can use the Ronin Sentinel to setup new cameras, view a live image,
download saved images or videos, and control their Ronin Cameras using Radio,
WiFi, or a USB link. The Sentinel handles all incoming alert messages from the
cameras and forwards them out for free by email and text (*) to specified
phones or other devices (free texting requires you to use a cell
plan that allows for free texting).

The Sentinel also acts as a central server for the Ronin Camera
Link App. If you are on the same network as the Sentinel, this
free app allows your Android or iOS device, Windows PC, or
Mac to view connected cameras and communicate with them
through the Sentinel even when camera is linked by Radio and
many miles away.

The Ronin Camera Link app also manages the images and
videos stored on the Sentinel or directly downloaded to your
device from an SD card. Users can save images or videos in
various formats including the ability to create point-by-point temperature maps from FLIR images or videos.

Users typically install the Ronin Sentinel permanently to a wall or set it on a desk in a location with network access.
When the Sentinel is functioning as a mobile device it is brought within radio range to one or more cameras and 12V is
connected from a car or battery pack. The Sentinel wakes up and then immediately searches for available cameras.
When a camera is found, captured images or videos can be downloaded automatically or by a simple button push
eliminating the need to disturb the blind, stand, or other location after the initial camera placement.

Ethernet Input 12V Power Input
l.a. Sentinel Power
The Sentinel is powered by connecting 12V to the plug on the side of the unit.
Under most situations this will be from the included wall adapter, however you
can also power it from a car adapter or an external 12V battery. Contact
Diamond Edge Technology for more information on power options.

/2 Ronin Sentinel Software V1.103 50015

Plugging the unit in will automatically boot up the built-in
software and show a screen like this when the Sentinel is ready
Hello! and first being setup (this may take 1-3 minutes). The front
panel is a touchscreen, so simply tap the button to walk

Welcome to the Ronin Security System.
through the setup guide and start using the Ronin Sentinel!

This quick start guide will help you

setup the Ronin Camera system quickly Advanced users can tap to immediately begin using the
and easily! Ronin Sentinel. Cameras can be added at any time.

Please read the Antenna information in the next section before
@Next
proceeding (if you have not already done so).
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[.b. Antenna Installation

The antenna used with the Sentinel is critical for reliable communication to radio connected cameras. Before
proceeding with setup, it is a good idea to first install and configure the antenna you are going to use with the Sentinel.

The biggest factors affecting the quality of radio communications with Ronin Cameras is the speed of communication,
the antenna size and placement, and the terrain. Having direct line of sight between two antennas is the ideal situation,
but this is rarely achievable in real life. Going through buildings and trees will reduce range, and a mountain or hill can
completely block the radio signal.

Good antenna type selection and antenna placement can help compensate for terrain and distance issues. The standard
antenna that comes with the Ronin is a 5dBi 915Mhz antenna that looks like this:

This can be screwed into the SMA connector at the top
of the Sentinel for immediate use with Ronin Cameras.

However, this small standard antenna is usually not
adequate for ranges greater than about % to 1 mile
(depending on terrain and other conditions).

If it is necessary to use a different antenna for your location, the key parameters are the antenna frequency and the
"dBi" value. Always use an antenna that is specifically designed for the 900 to 915Mhz range. The larger the "dBi" value
the greater the amplification of the signal. However, higher dBi values are more expensive, bigger, and can require
more complicated mounting. In addition, not all antennas are suitable for this product so care must be taken in
selection.

An "omni-directional" antenna like the image below is one that can transmit and receive from any direction and works
extremely well with the Sentinel base station, especially when mounted high up on a roof or tree. Mounting an
antenna like this to your roof and connecting it to the Sentinel with a low-loss antenna cable is an excellent option for
improving the range and quality of your radio communication:

= 3.6ft o

The most powerful antennas are usually those that are labeled as "Yagi" antennas. A Yagi antenna has a specific
direction and it works best when you point it towards the Sentinel or the cameras. However, this is only a good choice
for the Sentinel if all the cameras are in roughly the same direction. A Yagi antenna like the one below is usually a better
choice for the Ronin Camera since it only must point at the Sentinel to be effective:

e
8
=B

;!‘

“L' g 2 # |

"

|
"

-
a —
a =
a
-
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[.b.1. Daisy Chaining Cameras

At extreme long ranges the Ronin Camera and Ronin Sentinel can daisy chain together to extend the range even
further. Aslong as the closest camera can reach the Sentinel base station, and the other cameras can reach each other,
then the range can be extended further than 9 miles. However, daisy chaining does slow the system down since each
transmission must be repeated along the chain.

[.b.2. Antenna Summary

For distances less than 1/4 mile or 1500 feet, the system usually works very easily right out of the box. Even from inside
a building or house you can typically reach the cameras with the highest speed possible and never give it another
thought.

For distances greater than 1/4 mile, or when terrain is an issue, additional effort may be required. Placing an omni-
directional antenna on the roof for the Sentinel base station is a great first step and, if necessary, slowing down the
speed to Medium or Low speed will greatly extend the range (see section Il.g.1. Radio Connection for speed
information). This is all that is necessary for most customers.

For very challenging configurations with long distances and difficult terrains, customers can add higher dBi antennas to
both the cameras and the Sentinel. An omni-directional antenna on the roof for the Sentinel is a good choice along with
Yagi antennas for each camera mounted as high as possible and pointed towards the Sentinel base station. Height of
the antennas is an extremely most important factor in improving range. If this is still not enough, turning on daisy
chaining between the cameras can exponentially increase the maximum distance to as much as 50 miles!
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l.c. Sentinel Network Connection
Now that the antenna is setup, the next step is to i s
configure the network connection for the Ronin
Sentinel:

First we need to set up a network
connection. You can skip this if you don't
want motion alerts or to use your phone.

Network Connection: Ethernet
=~ Wireless

&2  No Network

A network connection with access to the internet is necessary if you want the Sentinel to be able to send you free email
and/or text alerts when motion is detected from the cameras. In addition, if you want to be able to use the Ronin
Camera Link app with the Sentinel to communicate to your cameras from your phone or other device, then a local
wireless network connection to both the Sentinel and your phone or other device is required. This is completely
optional - you do not have to allow the Sentinel internet or local network access and it will still download images and
videos from Radio connected cameras. However, it is necessary to have internet access to receive email/text alerts, and
local network access for the Ronin Camera Link app to function with the Sentinel.

Option Description
Select this if you have or want to plug an Ethernet cable into the Ethernet
Ethernet . .
port on the side of the Sentinel.
. Select this if you want to connect the Sentinel to an existing wireless network
Wireless

(with or without internet access).

Select this if you do not want to allow the Sentinel network access. In this
No Network case, you can only see camera activity, Live View cameras, and change
camera configuration directly from the Ronin Sentinel touchscreen.

[l.c.1. Ethernet

Selecting Ethernet will display a network status screen. Plug in your ethernet cable and make sure it says “All Good”
before proceeding:

& Ronin Sentinel Software V1.10a #0015

Connect an ethernet cable to the Sentinel
now. When it is detected, the Next
button will appear.

All good!
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Il.c.2. Wireless
Selecting Wireless will display a list of available wireless networks to the Ronin Sentinel like this:

/= Ronin Sentinel Software V1.10a #0018

Select the network you want to use and enter the
Select the Wireless network you want to network password. When ready, tap to connect
use and the password to connect to it : the Sentinel to this network.

# {Network Name signal | Password : If the connection succeeds the Sentinel will inform you
1. DETEXT50 7 J,l‘

| T " 22 and allow you to move to the next step.

3. Shorelane ~add
4.ESP_D3504D ~add
5. DETEXT24 ~aid

l.d. Email Alerts
If a network connection has been selected (either Wireless or Ethernet), the next step is to enter in the email addresses
you want to receive email alerts on. This is optional, and you can leave it blank to skip sending email alerts.

i Ronin Sentinel Software V1.10a #0015

Do you want to receive email alerts to . .
Enter in one or more email addresses separated by a

? . .
movement: comma. If you want to customize how emails are sent

Email : from the Sentinel you can tap | Setup Email | button (see

section Vll.a.5. for more information).

NOTE: The Sentinel has a default account for sending
emails. You can customize this by tapping = st All Sentinels are pre-programmed with a free email

(or later from Settings). account that is used by default for sending emails and
text message alerts. You can customize this, or simply
L ONOE use the pre-setup account.

l.e. Text Alerts

If a network connection has been selected (either Wireless or Ethernet), the next step is to enter in the phone numbers
of the devices you want to receive text alerts. This is a very useful feature because the free text messages will be sent
no matter where you are in the world (as long as your phone carrier supports this) and they include an attached image
or video of the alert. You will also receive alerts in the case of a low battery or if the Ronin Camera stops responding.

= Ronin Sentinel Software V1.10a #0019

Enter the phone number you want to send and select
Do you want to receive text alerts to the carrier this phone uses (Verizon, AT&T, etc).

?
movement: The default setup is to use the free texting service that

Phone # : Carrier : comes as part of the Sentinel package. This uses a
Verizon (vzwpix.com) v specific email address for each carrier to send text
o messages to phone numbers.

(e (2R BRI B N EEER BT EITS LU LRSS LU You can also setup your own email server for texting

customize this by tapping setup Texting | (OF later from Settings). using the “Setup Texting” button now or later in

EACONCOTT  advanced settings.
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To add additional numbers to send text messages to, tap the [+ | button to get an additional line:

= Ronin Sentinel Software V1.10a #0019

Do you want to receive text alerts to You can add multiple numbers by repeatedly tapping
movement? the |+ |button. Delete any individual entry by tapping
Phone # : Carrier : the B button.
1234567890 Verizon (vzwpix.com) When finished, tap 0 MOVe on.

Verizon (vzwpix.com)

NOTE: The Sentinel has a default account for sending texts. You can .

Back @ @ Next

|.f. Add Cameras
Choose the number of cameras you want to setup to use with your Sentinel. You can always add or remove cameras
later, but this initial setup helps guide you through setting up cameras to use with the Sentinel:

£ Ronin Sentinel Software V1.10a #0015

How many cameras do you want to add?
Note that you can also add additional

Tap if you want to add cameras later.
cameras later.

Once you choose the number of cameras, a different screen appears to walk you through setting up each camera:

. Ronin Sentinel Software V1.10a #0015

Select Each Camera to Setup . In this example just one camera was selected
- to add. Tap to set it up to use
& Camera #1 with the Sentinel.

After you tap the camera button the Add
New Camera screens will appear. See the
section Il. Add Camera for a complete
description of this process.
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Once all cameras have been added, the screen will display:

“ Ronin Sentinel Software V1.10a #0015

All Cameras Configured! Tap Next ... The green check next to each camera appears

Y &= #1. My First

= Location

l.g. Waiting for Cameras to Link

when the camera has been successfully
added to the Sentinel.

It is often the situation where you will setup the cameras with the Sentinel and then need to physically go out into the
field to place them. This may take significant time since antennas may have to be installed. The following screen
appears after all cameras are added and gives you a visible sign when they successfully establish a link to the Sentinel:

/4 Ronin Sentinel Software V1.10a #0015

All cameras are now linked to Sentinel. Install

them at their location and power them on. When

Up to 9 different camera buttons will appear in
black while Sentinel is waiting for the link.

they are working, the Sentinel will show it has a
link by turning them green within 1 minute:

M. #1. My First...

&

When a link is made, the button turns green. If
you do not want to wait just tap , or you
can go out at this point and install your cameras
and use this screen to verify each camera has
successfully linked to the Ronin Sentinel.

% Ronin Sentinel Software V1.10a #0015

Success! All cameras are now communicating
successfully with the Ronin Sentinel. Tap Next to
finish setup.

% #1. My First.__
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The next to last step displays the link information for the Ronin Camera Link App. If you want to use this app to view,
communicate, and monitor your cameras using your iOS, Android, Windows PC, or Mac device to access the cameras
through the Sentinel on your local network, take note of the “IP Address” shown on this page. You will need to enter
this information into the Ronin Camera Link App to connect it to the Sentinel:

& Ronin Sentinel Softwara V1.10a #0015

Do you want to be able to access the Sentinel and
your Cameras from your phone or other device?

If enabled, you can add or live view cameras, change camera configuration,
and view captured images and videos using the Ronin Camera Link app right
from your device as long as you are on the same network as the Sentinel.

Check this box to enable and use the IP Address
and Base Port to link your phone or other device :

IP Address : 192.168.1.30
Base Port : 45000

[.h. Setup Finished!

The final setup screen completes the initial setup of your Ronin Sentinel:

& Ronin Sentinel Softwara V1.10a #0015

Finished!

The Ronin Sentinel setup is complete. Sentinel!
You can add new cameras at any time

using the ¥: button.

Tap done to begin using the system!

This is the Main Sentinel Link screen.
See Section Il for complete information
on how to live view, configure, and add
or remove Ronin Cameras and
downloaded Images and videos!

Back @ - Done

% Ronin Sentinel Software V1.10a #0015

" |
- ~

v’

s

#1. My First Location

1. Setup Roni T
@ 4 ~elp new Ronin ﬁ { Al Video .. @] All images ...

B Camera ..

10/04/2023 Copyright ©, 2023, Diamond Edge Technology LLC, ALL RIGHTS RESERVED

Make sure the box is checked to enable using your iOS,
Android, Windows PC, or Mac device with the Ronin
Camera Link app and the Sentinel. This is a very useful
feature and most users will want to access this ability.

NOTE: The “IP Address” will be specific to your network
and will vary from installation to installation. It will also
appear at the bottom of the Main Link Screen if the
AN server is enabled (see Section Ill).

Tap when ready to start using your Ronin

(192.168.1.30)
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II. Add New Camera

Anytime a new camera is added (either during the initial setup or later when ‘ Setup new Ronin Camera | is tapped), the
following set of screens is displayed.

There are seven steps in setting up a new Ronin

Camera. The Add/Setup New Camera screens
A Ronin Camera can be initially setup and added to the system using WiFi or with a USB cable.

Most users plug the camera into the Sentinel with a USB cable for initial setup. allow you to quickly configure the most common

No new camera has been found connected to a USB port. Connect one now or use the WiFi options and link your Ronin Camera to the
connect button.

p #4

Sentinel at the end of the process.

*‘ Setup new Ronin Camera using WiFi ...

If you have not physically plugged a Ronin
Before tapping Wifi button, make sure camera is on and the Green LED is solid ON. If Green LED is just Camera into your Sentinel using a USB ca ble then
flashing, hold down 'Wakeup' button until it rapidly starts flashing and then goes solid for at least 10 seconds. X . .

your only choice is to setup by WiFi. However,
we recommend plugging the camera in using the
included USB cable for simpler setup and
configuration.

Tap button to abort new camera setup.

When a Ronin Camera is connected by USB cable to
the Sentinel then a new button appears as shown

Step #4

A Ronin Camera can be initially setup and added to the system using WiFi or with a USB cable.
here: Most users plug the camera into the Sentinel with a USB cable for initial setup.

A Ronin Camera has been connected by USB. Click the button below to configure it for use.

Setup by WiFi
To use WiFi, first make sure the Ronin Camera WiFi

Setup new Ronin Camera using WiFi ...

Before tapping WIFi button, make sure camera s on and the Green LED is solid ON. If Green LED is just

i s on by Checkin g the green LED on the fro nt p anel flashing, hold down ‘Wakeup' button until it rapidly starts flashing and then goes solid for at least 10 seconds.
of the camera. If this is solid on then the Camera is <
Iiker ready for a WiFi link. C\‘%‘ - Setup Ronin Camera connected by USB ...

Tap ‘ Setup new Ronin Camera using WiFi | and the
Sentinel will search for the camera and
automatically link to it.

Setup by USB

This button only appears if a Ronin Camera is physically connected to the Sentinel by a USB cable. This is a quick and
simple way to temporarily connect the camera for setup and many users choose to setup cameras this way. We
recommend this method for most users since it is very easy and does not require any searching of the wireless network
for it to quickly work. It also keeps the Sentinel connected to your regular WiFi network because it does not have to
break that connection to communicate with the Ronin Camera.
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Il.a. Add New Camera using WiFi
After tapping the | Setup New Camera using WiFi... | the Sentinel will immediately start searching for a Ronin Camera:

4 Ronin Sentinel Software - Settings /% Ronin Sentinel Saftware - Settings

When a camera is found,
the Sentinel will link to
it automatically:

Searching for Cameras ... Linking to RCS0082200 ...

If none is found, a warning
message will appear and

you should check your camera
or retry linking to it.

[l.b. Add New Camera Step #2 - Location
Once the Sentinel has found and linked to a Ronin Camera (either by USB or WiFi), you will immediately move to Step #2
for setting the location:

<= Add/Setup New Camera

The Sentinel will first ask for the Location the camera
is installed in and optionally the Camera Owner. The
Camera Firmware Ver : V1.18a - 07/08/23 Camera Hardware : V1.53 ) A L.
Camera Serial # : RCS0623002 virtual keyboard automatically appears whenever it is
needed as shown here and will disappear when not

Step #1

Installed in Location : |My First Looation\

being used. You can also add a keyboard or mouse to
the Sentinel if desired.

Camera Owner :

GPS Coordinatss:

This step also shows the camera firmware and
hardware version, the factory assigned serial

Enter location of t -

coordinates (althol number, and the current GPS coordinates as
determined by the internal GPS chip (or assigned

manually by you).

The Advanced Configuration button takes you to ARG
. Step #1 S
another set of programming screens where you can
, Camera Firmware Ver : V1.18a - 07/08/23 Camera Hardware : V1.53
completely control all aspects of the camera’s o Sl - . SR

operation. See Section V for a complete description
of these camera settings.

Installed in Location : My First Location
Camera Owner :

If you want to manually set the GPS location or B G
review where the location is currently set to, tap

1 44.107430, -123.274124

.
w Set GPS Location

Jd Advanced Configuration

‘Set GPS Location| to see the position on a live map

Enter location of the camera and, optionally, the owner. If desired, you can also set the GPS
coordinates (although the built in GPS receiver will usually acquire this automatically). When ready,
tap the Next button.

view (internet network connection is required for
the live map to function).

Add New Camera has two buttons labeled ‘ Next ‘ and ’ Back‘ button at the bottom of the screen. Tap these to move
forward and back between steps as you complete each task.
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Il.c. Add New Camera Step #3 — Live View
After setting the Location the next step displays the current camera Live View. This can be used to:
e Verify the Video and FLIR Thermal cameras are functioning as desired.
Set the Video and FLIR Thermal camera parameters such as resolution, view mode, etc.
e Make sure the cameras are pointed at what you want to capture. Note that this only applies if the Ronin Camera is

physically in the final location you want it to be. Most of the time the camera will be moved after you set it up to its final
position, so this ability is not usually needed at the initial setup.

A live view will look something like this: Scene Temperature

/= Add/Setup New Camera

Current Time & Date
Step #1 | Step #2

If camera is mounted in location, verify position and click Next. . not yet mounted, click Next to skip this step for now.

Location N My First Location 6:25:12.9pm on Apr 25, 2023 Tue
> “ w

Current FLIR View Current Video View

Reset Color Tracker,

Enable Video

Enable FLIR \ ’ e
\ IR Image | | Tracker Visual Color Resolution 540x480 (V] Video
Back @ @ Next 2.9ps / 89.8kbpt @)

Communication Link
Video Options

FLIR Options  spapshot Current Video Resolution Frame Rate & Image Size

4 4

While the view is active you can tap any of the option buttons (| IR Image |, | Tracker|, | Visual|, | Color|, and ‘ Resolution |) to

change camera settings. You can also tap on either the FLIR or Video camera image to zoom in on it, or check/uncheck
the FLIR and Video checkboxes to enable/disable specific cameras.

Option Description

Enable FLIR | Tap this checkbox to turn ON or OFF the FLIR Thermal Imaging camera view.

Enable Video | Tap this checkbox to turn ON or OFF the Video Camera view

FLIR Camera Controls:

Tapping this button displays the main FLIR Infrared Image controls:

e View Mode: Selects the mode to display the FLIR

thermal image. The default is “Color Tracker”, but

Fusion Absolute % Temporal Filter
: +
you can choose from . Raw . Enable FFC Bad Pixel Replace
+ Grayscale + Fusion Relative | :
. Col Noise Filter
+ Color Tracker + Fusion Absolute Run FFC Now!
+Quad Mode + Rainbow AGC sl
The ”Quad Mode” splits the view into four separate Radiometry

IR Image Gain : |High

displays of Grayscale, Fusion Absolute, Color Tracker,
and Rainbow. See Section IV for more information.

Pre-FFC for RAD

IMPORTANT: The Ronin System allows you to change the view mode of any captured image or
video after it has been recorded! This means it does not matter what view mode you pick
here because you can always change it later using the View Images/Video function. Your
choice here only sets the default view mode for the image or video and what format will be
used when the image or video is sent to you by an email or text alert.

See Section VI for more information on this very useful ability.
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Enable FFC: Turns on the Flat Field Correction function of the FLIR camera.
Run FFC Now : Runs the Flat Field Correction function one time.

AGC: Turns on or off Auto-Gain Control (defaults to Off).

Gain: Manually sets the gain to Low, High, or Auto (defaults to High).

Temporal Filter, Bad Pixel Replace, Col Noise Filter, Pixel Noise Filter: These options improve the
quality of the FLIR image by adding specific filtering and replacement functions. They default to
ON and should be left that way for most users.

Radiometry: Enables using a temperature controlled scale for FLIR camera output. This provides
a more accurate picture of the scene regardless of the external temperature. Defaults to ON.

Pre-FFC for RAD: Check to turn on running the Flat Field Correction before capturing any images
when Radiometry is enabled. This can help improve the image in Battery Only mode.

Tapping this button sets the options when Color Tracker or Quad View mode is selected. These settings
adjust how the Color Tracker image is displayed:

Min Change: The minimum difference (in 0.01 degrees Celsius) between the
Min Change :

[ ]
background and the new pixel for it to qualify as Active and should be shown 7 ]
in color instead of black and white. Min Grouping :
< 4
® Min Grouping: The minimum number of pixels that must be active and next to  FERTSaRm T
each other to maintain their active status. This helps eliminate isolated pixels < 1.0
that are not part of a larger object being shown as active. Retune Rate :
< 3
o Color Amplifier: The amount of color amplification that should be applied to Max ON (sec) :
active pixels to make them stand out more. o el
Show in Fusion
ek e Retune Rate: How quickly the camera should adjust to background changes to Use Negative
racker _acti i i
make a new non-active value. Increasing this value makes the camera less Use Adtive Pix
able to adjust to changing background temperature, but less likely to tune out
slow moving objects in the field.
e Max ON: The maximum number of seconds a pixel can be active before it is assumed to be a new
part of the background.
e Show in Fusion: Check to color the active pixels the same color as Fusion Relative.
o Use Negative: Check to use pixels that are both colder than the background (negative) and
warmer than the background (positive). Unchecked then only the warmer are used.
® Use Active Pix: When checked the coloring of active pixels is determined only by the range of
temperatures of the active pixels themselves. When unchecked, then the entire image
temperature range is used to determine the color of the active pixels.
When Color Tracker or Quad View is selected for the FLIR View it will show the current Color Tracker based
image. This uses the known background temperature to display everything non-moving in gray and only
Reset Col show in color those pixels that are Active Motion and different than the background.
eset Color
Tracker However, when a camera is first placed it takes it some time to determine the background temperature
map. Tapping this button jumpstarts this tuning to the background and forces the camera to immediately
tune to the current view as the new background temperatures. The view will immediately change to all
grays and from then on only new motion will show up in color.
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The Visual options control how the video camera displays images: 2 Visual
® Zoom Image: Check to zoom the video camera in. Zoom Image
e Light Mode: Controls how the camera adjusts to light conditions. Choose Light Mode :
from: +Auto + Sunny + Office + Cloudy +Home A .
uto
e Special Effects: Various special effects that can be applied to the video Special Effects :
camera image including: None v
+ None + Blue + Red + Green Engaqe IR Fllter
+ Monochrome + Sepia + Negative
IR Night Light :
® Engage IR Filter: The camera has a special mechanical filter that it Record+Night ¥
automatically puts over the camera during the day and removes it at Mirror Horizontal
night. This greatly improves the camera image during each time and is Flip Vertical
normally controlled automatically by the system. However, you can Night Mode
manually Engage (filter is over the lens) or Disengage (filter is removed
from the lens) using this check box.

Visual e IR Night Light: Built into the camera is a high power infrared night light that is invisible to
humans but visible to the camera and is designed to illuminate the camera view up to 60’ away
at night. This light is usually turned on automatically by the camera, however there are some
options that can control how it is used:

+ Disabled (never turn on this light)
+ Low Light Only (turns on whenever the light level gets low at night)
+ Auto On (turns on and stays on, not recommended unless wall power connected
and the camera is permanently in the dark!)
+ On Recording (turns on whenever capturing images or video regardless of light level)
+ Record+Night (turns on whenever capturing images or video when it is dark)
This option should only be changed to “Disabled” or “Record+Night” unless the user has a very
good understanding of the power modes and the usage of the camera night light.
e Mirror Horizontal & Flip Vertical: Check these boxes to mirror the view horizontally or
vertically.
o Night Mode: Enables a special night mode in the camera that makes the view at night of higher
quality. Does slightly reduce the quality of daytime views.
The Color button accesses specific video camera view and color settings. Each slider |l
can be increased or decreased to control that aspect of the camera view. LIz
Saturation :
Color
Contrast :
Hue Degree :
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The Resolution sets the camera view pixel count s Standard Resolution High Resolutior -
from 160x120 to as high as 1600x1200.

Note that the higher the resolution the larger the
images from the camera. When communicating 320 x 240 (QVGA) 1440 x 1080 (HDV)
pictures by radio it is important to not pick such a 480 x 272 1520 x 1140 (HDV+)
high resolution, especially if also collecting video,
that the transmission rate slows down to the
point of making the system less useful. 800 x 480 (WVGA)

160 x 120 (QQVGA) 1280 x 960 (SXGA)

Resolution 640 x 480 (VGA) 1600 x 1200 (UXGA)

When using radio to connect to the Ronin

Camera, we recommend not using higher than
1440x1080 for Images and not higher than 960 x 720 (HD, 720p)
960x720 for Video data collection.

800 x 600 (WGA)

[l.d. Add New Camera Step #4 — Record Images or Videos

Once the Live View has been configured, the next step is to select between recording Images or Videos. The Ronin
Camera can actually do both at the same time, however this raises some complex issues and must be configured using
the advanced settings described in Section V.

Most users will want to collect either Images or Videos:

& Add/Setup New Camera

TapIRecord Images\or|Record Video | If Images
is selected, you can also select the number of

Step #1 | Step #2 | Step #3 Step #5 | Step #6 | Step #7

DO YOU WANT TO RECORD IMAGES OR VIDEO? i i X
Camera can record individual images or a video stream. Images are faster and take less memory, images you want to capture when motion is

video is slower with the advantage of recoding movement. detected and how Iong ofa delay between each
image the camera should use once it starts
capturing.

@) Record Images | Record Video

Image Options

Save how many images? Duration Note that when sending alerts out by email
o 3 |+ 30 seconds and/or text message, the camera only attachs

Time between each Image? Frame Rate (more = siower) : one image no matter how many are captured.

< 1.0 > |{seconds) 3 frames/second g This will be the middle image of the set, so if 3
images are captured it will be the second image
that is included with the alert message.

When capturing Videos, you can then choose how long of a video to record and the frame rate of the video (from 9
frames per second to 1 frame per three seconds). Itis very important to understand that videos can take a VERY long
time to send by radio. The longer the video and the higher the frame rate the longer it will take to send the video.

When recording videos for radio transmission, we recommend no longer than 5 seconds in duration using a frame rate
of 3 frames per second or slower. This will typically result in a video being received in 3-15 minutes (depending on the
video camera resolution). If you do not mind the wait, then selecting a longer duration or higher frame rate is
acceptable, although you should also note that it requires power to transmit the video and using a medium or large size
solar panel or wall adapter is recommended. In addition, only one camera at a time can transmit images or videos so
tying up the system in downloading a long video will block other cameras for long periods of time.
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Il.e. Add New Camera Step #5 — Power Mode
The Ronin Camera has five different power modes for different situations. Each power mode has advantages and
disavantages as described below. B

Step #1 | Step #2 | Step #3 | Step #4 Step #6

HOW IS THIS CAMERA GOING TO BE POWERED?
Camera can run on batteries only, a small solar panel, a full solar panel, or wall power.

Batteries Only (or with Solar

W to 15W) Small Solar (20W to 40W)

Batteries + Active FLIR (or with
Solar 2W to 15W)

@ Wall Power

Large Solar (50W or more)

Power Option Description

The lowest power mode. Both FLIR and Video camera are turned off and the Radio is kept off
except for 1 minute at the top of each hour. Cannot access camera remotely by radio except

Batteries Only at the top of each hour. Time from detection to recording an image is about 3 to 5 seconds
(or with Solar 2W to 15W/) | (if the FLIR is enabled), or about 0.5 seconds if the FLIR is not enabled.

Camera will typically last 4-6 months when the Radio is disabled, less if the Radio is enabled
and pictures are actively being downloaded.

One step up from Batteries Only with the FLIR camera being kept on. This greatly speeds up
the time to first picture because it does not have to turn on the FLIR and let it warm up.

Batteries + Active FLIR Users cannot access camera remotely by radio except at the top of each hour.

or with Solar 2W or 15W
( ) Camera will typically last 1-2 weeks when the Radio is disabled, less if the Radio is enabled

and pictures are actively being downloaded.

The FLIR Camera and the Radio are kept on all the time. Users can access a live view at any
time and the time from detection to first image is ~0.5 seconds. Email and/or text alerts are

Small Solar sent out whenever motion is detected. The Sentinel is updated once per hour as to the
(20W to 40W) camera’s current status.
Camera will typically last indefinitely as long as the solar panel keeps providing power.
The FLIR and Video cameras are kept on all the time. Either the Radio or WiFi link is also kept
Large Solar on and users can access a live view whenever desired. Time from detection to first image is
(50W or more) ~0.1 seconds.
Camera will typically last indefinitely as long as the solar panel keeps providing power.
All features and functions are kept on all the time. Either the Radio or WiFi link is also kept
on and users can access a live view whenever desired. Time from detection to first image is
~0.1 seconds.
Wall Power

The main difference between Large Solar and Wall Power is that the camera updates the
Sentinel every minute in Wall Power mode and once every 15 minutes in Large Solar Mode.

Camera will last indefinitely as long as power is available.

Additional power mode comments:

1) Evenin Battery Only and Batt+FLIR mode a solar panel can still be connected. This can greatly extend the life
of the mode and is completely acceptable to do.
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2) Some locations may be able to use smaller solar panels than the one indicated. It depends considerably on the
amount of sunlight and the latitude of the location. More power is always welcome!

3) The Ronin Sentinel can automatically download images from cameras connected by radio and in Battery Only
and Batt+FLIR mode. This does, however, reduce the length of time the batteries will last. It does this by
detecting when the camera wakes up at the top of each hour and then downloads the new pictures at this time.

4) Color Tracker view mode is only useful in Small Solar, Large Solar, and Wall Power modes. This is because the
camera saves power by not monitoring the background temperature of the scene unless you are using one of
these higher power modes.

RONIN CAMERA POWER MODE FEATURE TABLE:

NOTE: Time measurements below assume a 9AHr LIFEPO4 battery pack charged to a 9.6V level

Mode 0: Mode 4: Mode 1: Mode 2: Mode 3:
Parameter Battery Only Batt + FLIR Small Solar Large Solar Wall Power
Eisf'zmated Battery 4-6 Months 1-2 Weeks Infinite Infinite Infinite
Max Number of Infinite (to limit of | Infinite (to limit | Infinite (to limit of
Images 38,000 >0,000 SD Card) of SD Card) SD Card)
Estimated Battery
Life if Input Power N/A N/A 4-5 Days 2-3 Days 1-2 Days
fails
FLIR Camera ON Only on Detection Yes Yes Yes Yes
Video Camera ON Only On Detection | Only On Detection | Only On Detection Yes Yes
Trigger Time (Delay
from detection to ~3 to 5 seconds ~0.5 seconds ~0.5 seconds <0.12 seconds < 0.12 seconds
Image Capture)
Passwg IR Motion Yes Yes Yes Yes Yes
Detection
FLIR M.Otlon No No Yes Yes Yes
Detection
“Color Tracker” No No Yes Yes Yes
Radio is ON (when For 60 seconds For 60 seconds

Yes Yes Yes
enabled) once per hour once per hour
Radio Stat . . .
U?)dI:tesa us Once per hour Once per hour Once per 30 min Once per 15 min Once per minute
Radio Detect Alerts No No Yes Yes Yes
Radio: Only if initiated Only if initiated
- Access Live View during 60 second during 60 second Ves
- Download Images On period once On period once
- Setup Camera per hour per hour
WiFiis ON (when No No For 60 seconds Ves Ves
enabled) once per hour
WiFi Status No No Once per hour Once per 15 min Once per minute
Updates
WiFi Detect Alerts No No No Yes Yes
WiFi: Only if initiated
- Access Live View No No durlng 60 second Yes Ves
- Download Images On period once per
- Setup Camera hour
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Il.f. Add New Camera Step #6 — GPS
Ronin Cameras have a built-in GPS module to capture the location of the camera. Step #6 allows you to setup how this
function is used and if you want to lock the camera to a specific location for security purposes:

% Add/Setup New Camera

Step #1 | Step #2 | Step #3 | Step #4 | Step #5

HOW SHOULD THE GPS MODULE BE USED? -

L)
Camera can automatically determine its location. By default, it does this when powered on w
and again once per day. You can also "GPS LOCK" the camera to current location and it

will stop functioning without a password if moved from this location.

GPS - Settings GPS LOCK

Get GPS Location on Power Up : () Password : |eeee

Rescan for GPS Location Every : |24 Hours s s Lt Lezh

Always Require a Password

Option Description
Get GPS Location on Set this to ON if you want the camera to automatically scan for the current GPS location of the
Power Up camera when it is first powered up.
Rescan for GPS Select the length of time you want to automatically recheck the GPS location after the first
Location Every time.

GPS Lock:

If this is checked the Ronin Camera will save the current GPS location and LOCK it into its
memory. When it rescans for the location, or the next time it is powered on, if the location it
gets is different than the locked location into the camera it will stop functioning until it receives
Enable GPS Location Lock | a password from the user.

In effect the GPS Location Lock will “brick” the camera until it receives a password if it moved
from its location. This is an anti-theft feature which can help deter anyone who might steal the
camera since it becomes useless unless it is returned to its original location.

Password The password that must be entered to unlock the camera from a GPS location lock.
Always Require a If checked, then passwords are enabled for accessing the camera anytime and not just when it
Password is location locked. Users may want to enable passwords for increased security.

10/04/2023 Copyright ©, 2023, Diamond Edge Technology LLC, ALL RIGHTS RESERVED Page 21 of 71



Ronin Sentinel User Manual V1.10 Release #0025

Il.g. Add New Camera Step #7 — Communication & Connection to Sentinel
The final step is to select how you want to connect the camera to the Ronin Sentinel. You can also just set the camera
for SD Card only image and video retrieval and not link it to the Sentinel.

& Add/Setup New Camera

Step #1 | Step #2 | Step #3 | Step #4 | Step #5 | Step #6

HOW DO YOU WANT THE CAMERA TO COMMUNICATE WITH YOU?

This Camera can communicate using its USB port, a local WiFi network, or by radio through the The f . .
Ronin Sentinel. The most common way is by Sentinel Radio or WiFi. You can also just manually € four OpthﬂS are:
get images from SD Card by swapping it out whenever desired. + By Ronin Sentinel Radio

_ + WiFi Connection
S - " Use the SD Card Onl
By Ronin Sentinel Radio Link (ti?'n eierythil:g eI;Ieyofﬂ + Use SD Card Only

+ USB or Serial Cable Connection

5

WiFi Connection to local network (== USB or Serial Cable Connection

el - |

Click "Skip' to not set the connection method (camera won't be added to list of available cameras).

w @ @

Option Description

This is the most common option and connects the camera to the Ronin Sentinel using the built

. ] in radio. This option works regardless of camera power mode.
By Ronin Sentinel ) ] ) .
Radio Link When setting up the first camera you will be asked to select a “Speed Mode” for the radio. All

cameras must use the same speed mode so it is important to choose a mode based on the
furthest distant camera in the system. See section Il.g.1. for details.

Use the SD Card Only Turns off all communication features and sets the camera to only record images and videos to
(turn everything else off) | its built in SD Card. This is the lowest power mode.

Connects the Ronin Camera to a local wireless network and then links the Ronin Sentinel to this

WiFi Connection to local . ) . .
camera. This works the same as when connected by radio, but the speed is faster because it is

network being connected by WiFi. Must select Small Solar, Large Solar, or Wall Power to use this mode.
USB or Serial Cable Adds the camera to the Ronin Sentinel using the USB connection. This option is not commonly
Connection used, but Ronin Cameras can work directly connected to the Sentinel in this manner.
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Il.g.1. Radio Connection

When connecting your first camera by Radio to the Sentinel it asks an additional question about range. The radio
requires that all cameras are connected using the same speed rate so if you have some that are very far away and
require a slower speed to function you must choose this rate for all cameras.

> e el = Select a range based upon the furthest distant
Radio Transmission Speed : camera you want to use with the Ronin Sentinel.

Select the speed to run the radio link. ALL cameras must be set to the same speed, so choose your rate
based on the furthest away camera. This will only be asked on the first camera to be added.

e Low Speed : For distances upto 9 to 12
Low Speed (10Kbps, about 3 min per image)

DISTANCE = Up to 12 Miles miles away.
e Medium Speed : For distances up to 1 mile
Medium Speed (110Kbps, about 15 sec per image)
DISTANCE = Up to 1 Mile away.
e High Speed : For distances up to % of a
High Speed (250Kbps, about 6 sec per image) m||e away.

DISTANCE = Up to 1/4 Mile

Note that the speed is also dependent on terrain
and radio antenna used. See the Ronin Camera
guide for more information on antenna selection.

NOTE: Actual maximum distance can vary based on the antenna used (both on the Sentinel and on the Camera itself)
and the terrain (obstacles such as trees). Check manual for more details.

Parameter | High Speed | Medium Speed | Low Speed
- Communication Speed | 250 Kbps | 110 Kbps | 10 Kbps
Range for one camera Ml Up to 1 Mile Up to 9 Miles
& (1500 feet) P P
Time tosena ane typicy 6 seconds 13 seconds 2.3 minutes

dual image (FLIR+Camera) |

Time to send 5 second
typical video recording 3 1.5 minutes 3.2 minutes 34 minutes
frames per second

“Live” view frame rate 5 seconds per frame 12 seconds per frame | 2 minutes per frame

After the range is selected (or immediately if this is the second or more camera to be connected by radio) you will be
asked to set the transmission power of the camera:

7 Add Camera by Sentinel Radio Link

Click Ok to complete link. Most radio settings will be automatically applied to match your current Sentinel
Radio configuration. To change those, cancel this setup and change the Sentinel settings first.

Set the “Tx Power” and tap
’ Link by Radio to Ronin Sentinel ‘

Ronin Camera Radio Settings

Tx Power : | 29.0 dbm

Sentinel Ratho Controlle Settings Ronin Camera Radio - s Typically, you can use the max Tx Power of 29.0
Address : 0013A200 - 41E85074 Address : 00000000 - 00000000 dBm for most insta”ations. HOWeVer, |f you
Data Rate : High (250kbps) HW Version : 0000 .
CameraSeq # : 1 FW Version : 0000 want to save power to make your batteries last
Network ID : 0x202A Series : 0
o cres longer, or to use a smaller solar panel, then

AES Enabled : No Device ID : 0x0
choosing a lower power may be a good option.

Link by Radio to Ronin Sentinel!
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= Add Camera by Sentinel Radio Link

Once you tap | Link by Radio to Ronin Sentinel | a
linking window will appear and the camera will be
added to the Ronin Sentinel main page for
immediate use!

Linking by Radio ...
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Il.g.2. WiFi Connection
Selecting link by WiFi to the Ronin Sentinel will connect the Ronin Camera to your local wireless network and then setup
the Sentinel to communicate with it over that connection:

& Add Camera WiFi Link

Available Networks : First select the network you want to connect the
Network Name Signal camera to and enter the network password: The Ronin Camera will search for available
- [DETEXT24 Ll Network : [DETEXT24 networks and display the results on the Sentinel
. |ESP_D3504D =rfP . .
|especiato ] Password: eesssesessecss ® link page. When it is done, select the network
. |DETPDXWireless24 =P you want to use and then enter the password for

' ::TGT“NEM‘“" ""::: that network. When ready, tap the button.
. oreLane ..‘"

Link!

Linking to WiFi Network: Linked with the IP address and port of the camera:

7% Add Camera WiFi Link 72 Add Camera WiFi Link

Linked!
Linking to network ...
(IP=192.168.1.47:3333)

After this the new camera will be added to the Ronin Sentinel main page for immediate use.

Il.g.3. USB Only Connection
If you select linking the camera to the Ronin Sentinel using the existing USB connection, a small window appears that
lets you verify you want to make the link. Simply tap to add the camera to the Sentinel main page and it will be
immediately available for full use.

. Add Camera by USE or Serial Port

Select Connected Camera :

USB Connected Ronin Camera
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[l.g.4. SD Card Only

If you select linking the camera to the Ronin Sentinel using an SD Card Only , a window appears telling you that the way
to download images and videos to the Sentinel from this point for this camera will be by SD Card only. See section lll.g.
Importing Images & Videos for more information on this process.

= Add/Setup New Camera

Step #1 | Step #2 | Step #3 | Step #4 | Step #5 | Step #6

Camera set to SD Card Only image retrieval and
connection!
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[Il. Main Sentinel Link Screen

The Sentinel Main Link Screen is where the system will spend most of its time. From here you can Live View any
connected camera, change Camera Settings, view any downloaded Video or Image, add or delete cameras, and access
several setup functions to better control how the Sentinel operates.

The main screen shows all currently connected cameras and the most recent captured image from that camera. When
you first add a camera to the Sentinel it will show something like this:

% Ronin Sentinel Software V1.10a #0015

#1. My First Location

o ief Setup new Ronin

=% Camera. | All Video ... @] All Images ... (192.168.1.30)

When an image or video is captured, the main screen shows the last image like this: Image Time

Tap for Settings
nin Sentinel Software V1.10a #0015

Tap to Toggle
Scene Temperature View Mode

29.1°C /1 84.3°F 4:01:06.9pm on Jul 12, 2023 Wed

..‘ ) L : it

' -

Tap Image Live
View Camera

Tap to Import or
Export to SD Card
(appears when SD
Card or thumb
drive inserted)

Tap to Change

Camera Settings Type of connection

#1. My First Location ) (Ronin Radio, WiFi,
or USB)

Tap to View Images and
Videos from this location

Radio Activity

Y/ Setup new Ronin iﬁ

&° Camera ...

| All Video ... All Images ... (192.168.1.30)

Tap to Manually
3dd a camera to

Tap to Add/Setup Tap to View Videos Tap to View Images P Addres.s for Ronin Tap to Delete sentinel
new Camera from all Locations from all Locations Camera Link App cameras from
Sentinel
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When more than one camera is added to the Sentinel, it automatically rearranges the screen to show each camerain
their own box. For example, when two cameras are added:

= Ronin Sentinel Software V1.10a #0015

| P | Up to nine different cameras can be

A added to one Sentinel. For most of
this manual just one camera will be

P shown in the examples, but everything
#1. My First Location @ holds the same for multiple cameras.

e

| |
(Y -~
A 4
A
@]
f’ #2. My Second Location

I~ 3./ Setup new Ronin @ { Al Video . @] All Images ... (192.168.1.30)

&° Camera ..

[ll.a. Camera Status and Alert Downloads
The main screen highlights camera activity with a color rectangle around the location. This color varies depending on

what is currently going on with the camera:
Camera status rectangle:

/> Ronin Sentinel Software V1.10a #0015

Brown: Downloading an image or video from a
motion alert received by the Sentinel from a remote
camera.

Green: Received a new alert and have sent out
motion alert email/text message (stays green for 60
seconds after the motion alert image or video is
downloaded).

sl Myikirt Eocation Cyan: Camera in Battery Only mode has established a
link at the top of the hour and is ready to communicate.

Yellow: Camera Settings being accessed by an
B o {8 A video - oges.. | (192,168.1.30) external device using the Ronin Camera Link app.

Whita: Famara liva \liaw haina arraccad hv an

Download progress bar.
7 Ronin Sentinel Software V1.10a #0015

7:47:04.9pm on Apr 25, 2023 Tue

Green indicates alert received and
email/text message sent out!

Will stay green for about 60 seconds
after the alert is received.

#1. My First Location

Setup new Ronin il A1vieo 3 (192.168.1.30)

Camera ...
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lll.b. Screen Saver

By default a screen saver is enabled for the Ronin Sentinel that appears after about 15 minutes of no user activity. It can
be disabled in the advanced settings screen. This screen saver shows the current time and date in a slowly side scrolling
window like this:

1 1 u 4 3 m Also by default the screen saver will disappear

| when an motion alert is detected. This makes it
easier to see when motion has tripped the
Sentinel.

Tuesday
April 25th, 2023

lll.c. Toggle Camera View Mode
The main screen supports three view modes for the cameras. The primary mode is the main screen described in the

previous sections. However, if you tap the button you can switch to the Camera Status View, and then tap Mﬂ to
switch to the Link Activations View, and finally tap to switch back to the Main Link Screen:

4 Ronin Sentinel Software V1.10a #0015

New Images : 3
Video : 14

The Camera Status View shows the battery status, new
images and videos, current temperature, and specific link
information for each camera.

0013A200-41E3EDEC 17
#1. My First Location

Yo/ Setup new Ronin z =
Rado &' Camera .. g A1video . || T@) Allimages (192.168.1.30)

= Ronin Sentinel Software V1.10a #0015

The Link Activations view shows a bar at the top which
highlights the signal strength of the received radio
packets. This screen is useful for changing the radio rate

and strength and is described in more detail in Section =
#1. My First Location
Vlil.a.

g A video ol (192.168.1.30)
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At the top right of the display is the settings button E Tap this button to display the Settings Menu:

About

Sentinel Settings and Network Settings are descibed in Section VII.

Close exits Sentinel software and shuts down the unit.

Help Help
Check For Updates ...

Settings Sentinel Settings

Close Network Settings

[1l.d.1. About

Tapping the button displays the current

Sentinel hardware and software information.
This may be needed in the event you are
requesting technical support for the product.

Software Version
and Release Date

l.d.2. Help

Tapping the button opens this

user manual directly on the Ronin
Sentinel screen.

The Sentinel remembers the position
and keeps it so that it is easier to
open and close the help window
while making changes to the
operation of the unit.

10/04/2023

Check For Updates ...

/2 Ronin Sentinel Software - About

Copyright ©, 2023, Diamond Edge Technology LLC, ALL RIGHTS RESERVED

Check For Updates accesses Diamond Edge cloud server for updates
to the Ronin Sentinel or Ronin Camera firmware. We recommend
this is checked periodically to keep your system up-to-date.

Help opens the Ronin Sentinel user manual (this guide).

Ronin Sentinel
Software

Software Version : V1.10a Release #0015
Release Date : 04/25/2023

Diamond Edge Technology, LLC
_ Eugene, Oregon

Hardware : V1.00-L  Radio : 0x900A-DX Sentinel Serial # : RSS0821001

Sentinel Radio
Version and Type

Sentinel Hardware
Version and Type

Product

Sentinel Serial website

Number

-

VAR

+ 5 | of64 D Q| e &

)
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I. Introduction & Setup

The Ronin Sentinel is a radio base station for coordinating and communicating by radio, WiFi, and USB to connected
Ronin Cameras. It is intended to be used either as a permanent installation mounted to a wall or placed on a desktop, or
it can also operate as portable unit for those situations where you want to download captured Ronin Camera pictures by
bringing the Sentinel into range of the already placed Ronin Camera.

Users can use the Ronin Sentinel to setup new cameras, view a live image,
download saved images or videos, and control their Ronin Cameras using Radio,
WiFi, or a USB link. The Sentinel handles all incoming alert messages from the
cameras and forwards them out for free by email and text (*) to specified
phones or other devices (free texting requires you to use a cell
plan that allows for free texting).

The Sentinel also acts as a central server for the Ronin Camera
Link App. If you are on the same network as the Sentinel, this
free app allows your Android or iOS device, Windows PC, or

Mac to view connected cameras and communicate with them
through the Sentinel even when camera is linked by Radio and
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lll.e. Delete Cameras
You can easily delete cameras that are linked to the main screen by tapping the trash can icon at the bottom right:

7 Ronin Sentinel Software V1.10a #0015

4:01:06.9pm on Ji

After you tap the trash can, check boxes appear
under each camera and a Delete Selected
button appears. Check the boxes under each
camera you want to remove and then tap

Delete Checkbox .
#1. My First Location 1] ‘ Delete Selected ‘.

1ef Setup new Re 1 ©
g Setp new Ronin ¢ A1 video J6l Allimages (192.168.1.30)  [JDelete Selected

Delete Selected

l1l.f. Manually Add Camera

As an alternative to the Add New Camera function described in Section Il, there is a three step process to manually add
a camera to the Sentinel without going through the entire camera setup. This ONLY works if the camera is already
powered up and running in a way that it can be linked to the Sentinel, so most users will use Add New Camera instead
of this function.

One situation where this function does help is with WiFi connected cameras that have their IP Address changed by an
external modem or router. This function allows you to manually relink it to the Sentinel if you know the new IP Address
of the camera.

Your first choice is how you want to add the camera: Gl A

Step

CAMERA PERMANENT CONNECTION?

Camera can be permanently connected by USB port, Serial, WiFi, or by radio through the Ronin Sentinel.
The most common way is either WiFi or the Ronin Sentinel.

Select either WiFi or Ronin
Sentinel Radio to add: = Wik Comecton

L)

Ronin Sentinel Radio

Cancel

l11.f.1. Manually Add Camera — WiFi
When selecting WiFi, you will be asked for the IP Address and Port of the Camera. When this is set, tap | Add Link [:

% Manually Add Ronin Camera

Step#1 Step #3
SELECT CAMERA IP ADDRESS & PORT :

Phddresec |« 192 2] |« 168 0l 1 Port 3333 is the default for the Ronin Camera. Only

change this value if you have changed it in the
Camera itself.

IPPort: < 3333 »

Back @ @ Add Link!
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4 Manually Add Ronin Camera

Step

Once you tap | Add Link | the Sentinel tries to

link to the camera at the IP Address and
Port you entered in the previous screen.

If it succeeds it will be added to the Main Linking to Ronin Camera...

Screen. (192.168.1.49:3333)

l11.f.2. Manually Add Camera — Ronin Radio

When selecting adding a camera by Ronin Radio, you will be asked for the 32 bit High Address and 32 bit Low Address of
the radio inside the Camera. It MUST be set to work with the current Ronin Radio network configuration or the Sentinel
will not be able to link to the Camera:

7% Manually Add Ronin Camera

Step #1 Slep #3

ENTER CAMERA RADIO ADDRESS :
Address High : (0013A200 Enter in a valid High and Low address and tap

Add Link | to connect to the Camera.
Address Low : |0

Note that the high address is normally the same as the Sentinel Radio. The low address is unique to
each camera. All other key settings must already be programmed into the camera (use the Add New
Camera function with a camera plugged into the USB port to set those).

Sentinel Radio Address : 0013A200 - 41E85074

/2 Manually Add Ronin Camera

Step #1 | Step

Once you tap |Add Link |the

Sentinel tries to connect to the
camera at the address you
entered.

If it succeeds it will be added to
the Main Screen.

Establishing Radio Link ...

10/04/2023 Copyright ©, 2023, Diamond Edge Technology LLC, ALL RIGHTS RESERVED Page 32 of 71



Ronin Sentinel User Manual V1.10 Release #0025

lll.g. Import or Export Images & Videos
The Sentinel supports importing and exporting videos and images. This feature allows you to quickly and easily
centralize your images or transfer them between the Sentinel and other devices.

lll.g.1. Importing Images & Videos
To import pictures collected by a Ronin Camera or from any other Ronin Sentinel or the Ronin Camera Link App follow

the steps below:

1) Insert the SD Card containing the images into a SD card reader and plug
it into the USB port on the side of the Ronin Sentinel. This is usually the
SD card out of a Ronin Sentinel.

2) A new icon will appear on the screen like this: E
Tap this icon.

3) If the SD Card you insertted contains images and/or videos, a new window will appear like this:

E Import Images
E Import Video

Import Now!

4) Choose what types of pictures to import and whether or not you want to erase the SD card after the data is
imported. When ready, tap . An import window will appear and show the progress:

# Import Images/Video From SD Card

M Erase SD Card After

Images - New :

Sent :

Video - New :

Sent :

Importing!

5) When the import completes this window will disappear. You can immediately tap the | All Video | or | All Images|
buttons to access the imported pictures.

6) Tap at any time during the import to halt the process.
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lll.g.2. Exporting Images & Videos
Similar to importing you can export the images and videos stored inside the Sentinel to a connected thumb drive. To
start the export follow these steps:

1) Plugin a USB thumb drive into the side of the Ronin Sentinel.
2) A new icon will appear on the screen like this: E Tap this icon.

3) An export window will appear like this:

External Drive : [F{ele[i471:8) v

M Erase Source After H Do Images
M Do Video

Cancel Export Sentinel to F:

4) Select Images, Videos, or both and select if you want to erase the source after the export. In general, unless
your Sentinel is low on space, it is recommended to not erase the files off of the Sentinel to make sure you don’t
lose your original copy (although the Camera itself will likely also have a copy).

“ n

5) When ready, tap| Export Sentinel to _|where is the drive letter of the thumb drive. A new window shows:

%= Export Images/Video

Images - Prep :
Copying :
Video - Prep :
Copying :

6) When the export finished this window will disappear.
7) Tap at any time during the export to stop the process.
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V. Live Camera View

Any camera connected to Sentinel by any method (WiFi, Ronin Radio, or USB) supports a Live View of the current
camera scene. Cameras that are running in Battery Only or Batt+FLIR modes are only available for Live View at the top
of each hour, and users must start the few within 60 seconds to access the camera. This can be determined when a cyan
colored rectangle surrounds the camera on the Main Link Screen.

When the live view starts a screen like this will appear: Scene Temperature

4 #1. My First Location

Location N My First Location pm on Apr 25, 2023
T M\

Current FLIR View
Current Video View

Snapshot

Current Video Resolution

Reset Color Tracker

= Enable Video
Enable FLIR IR Image Tracker Visual Color Resolution 640 x 480 Video

i Video ... @] Images . }l 01ps/87.3K0pt ()

ommunication Link

Video Options Frame Rate, Image Size, & Download Bar
FLIR Options View Images & Videos

from this location. Change Advanced
Camera Settings

While the view is active you can tap any of the option buttons (| IR Image |, | Tracker|, | Visual |, | Color |, and ‘ Resolution |) to
instantly change FLIR or Video camera settings. Tap the ‘ Change Advanced Camera Settings‘ button to access the
advanced camera setup (see Section V). You can also tap on either the FLIR or Video camera image to zoom in on it, or
check/uncheck the FLIR and Video checkboxes to enable/disable specific cameras.

4 4

Option Description

Enable FLIR | Tap this checkbox to turn ON or OFF the FLIR Thermal Imaging camera view.

Enable Video | Tap this checkbox to turn ON or OFF the Video Camera view

FLIR Camera Controls:

Tapping this button displays the main FLIR Infrared Image controls:

e View Mode: Selects the mode to display the FLIR ¢ IR Image
H H " 2
thermal image. The default is “Color Tracker”, but you r——T——— Temporal Filter
can choose from: + Raw
. . Enable FFC Bad Pixel Replace
+ Grayscale + Fusion Relative
. Col Noise Filt
+ Color Tracker + Fusion Absolute Run FFC Now! O FOISE D
+ Rainbow +Quad Mode A Pixel Noise Filter
The "Quad Mode” splits the view into four separate Radiometry

IR Image

Gain : Hi_qh

displays of Grayscale, Fusion Absolute, Color Tracker,
and Rainbow (see below).

Pre-FFC for RAD

IMPORTANT: The Ronin System allows you to change the view mode of any captured image
or video after it has been recorded! This means it does not matter what view mode you pick
here because you can always change it later using the View Images/Video function. Your
choice here only sets the default view mode for the image or video and what format will be
used when the image or video is sent to you by an email or text alert.

See Section VI for more information on this very useful ability.
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Enable FFC: Turns on the Flat Field Correction function of the FLIR camera.
Run FFC Now : Runs the Flat Field Correction function one time.

AGC: Turns on or off Auto-Gain Control (defaults to Off).

Gain: Manually sets the gain to Low, High, or Auto (defaults to High).

Temporal Filter, Bad Pixel Replace, Col Noise Filter, Pixel Noise Filter: These options improve the
quality of the FLIR image by adding specific filtering and replacement functions. They default to
ON and should be left that way for most users.

Radiometry: Enables using a temperature controlled scale for the FLIR camera output. This
provides a more accurate picture of the scene regardless of the external temperature. Defaults to
ON (recommended).

Pre-FFC for RAD: Check to turn on running the Flat Field Correction before capturing any images
when Radiometry is enabled.

Tapping this button sets the options when Color Tracker or Quad View mode is selected. These settings
adjust how the Color Tracker image is displayed:

® Min Change: The minimum difference (in 0.01 degrees Celsius) between the
background and the new pixel for it to qualify as Active and should be shown
in color instead of black and white. < 42
Min Grouping :
®  Min Grouping: The minimum number of pixels that must be active and next to < 4
each other to maintain their active status. This helps eliminate isolated pixels Color Amplifier :
that are not part of a larger object being shown as active. 5 1.0
Retune Rate :
o Color Amplifier: The amount of color amplification that should be applied to < 3
active pixels to make them stand out more. Max ON (sec) :
< 30.0 >
e Retune Rate: How quickly the camera should adjust to background changes to Show in Fusion
Tracker make a new non-active value. Increasing this value makes the camera less Use Negative
able to adjust to changing background temperature, but less likely to tune out Use Adtive Pix
slow moving objects in the field.
® Max ON: The maximum number of seconds a pixel can be active before it is assumed to be a new
part of the background.
e Show in Fusion: Check to color the active pixels the same color as Fusion Relative.
o Use Negative: Check to use pixels that are both colder than the background (negative) and
warmer than the background (positive). Unchecked then only the warmer are used.
® Use Active Pix: When checked the coloring of active pixels is determined only by the range of
temperatures of the active pixels themselves. When unchecked, then the entire image
temperature range is used to determine the color of the active pixels.
When Color Tracker or Quad View is selected the FLIR View will show the current Color Tracker based
image. This uses the known background temperature to display everything non-moving in gray and only
Col show in color those pixels that are Active and different than the background.
Re_?;tCk:ror However, when a camera is first placed it takes it some time to determine the background temperature

map. Tapping this button jumpstarts it and forces it to immediately tune to the current view as the new
background temperatures. The view will immediately change to all grays and from then on only new
motion will show up in color.

10/04/2023

Copyright ©, 2023, Diamond Edge Technology LLC, ALL RIGHTS RESERVED

Page 36 of 71



Ronin Sentinel User Manual V1.10 Release #0025

Video Camera Controls:

The Visual options control how the video camera displays images:

< Visual
e Zoom Image: Check to zoom the video camera in.
. . . . Zoom Image
e Light Mode: Controls how the camera adjusts to light conditions. Choose
from:  +Auto +Sunny + Office +Cloudy  +Home Light Mode :
Auto
e Special Effects: Various special effects that can be applied to the video Special Effects -
camera image including: None v
+ None + Blue + Red + Green
+ Monochrome + Sepia + Negative Ere e A e

IR Night Light :

® Engage IR Filter: The camera has a special mechanical filter that it Record+Night [

automatically puts over the camera during the day and removes it at
night. This greatly improves the camera image during each time and is
normally controlled by the system. However, you can manually Engage
(filter is over the lens) or Disengage (filter is removed from the lens)
using this check box.

Mirror Horizontal
Flip Vertical
Night Mode

Visual e IR Night Light: Built into the camera is a high power infrared night light that is invisible to
humans but visible to the camera and is designed to illuminate the camera view up to 60’ away
at night. This light is usually turned on automatically by the camera, however there are some
options that can control how it is used:

+ Disabled (never turn on this light)

+ Low Light Only (turns on whenever the light level gets low at night)

+ Auto On (turns on and stays on, not recommended unless wall power connected

and the camera is permanently in the dark!)

+ On Recording (turns on whenever capturing images or video regardless of light level)

+ Record+Night (turns on whenever capturing images or video when it is dark)
This option should only be changed to “Disabled” or “Record+Night” unless the user has a very
good understanding of the power modes and usage of the camera night light.

e Mirror Horizontal & Flip Vertical: Check these boxes to mirror the view horizontally or
vertically.

o Night Mode: Enables a special night mode in the camera that makes the view at night of higher
quality. Does slightly reduce the quality of daytime views.

The Color button accesses specific video camera view and color settings. Each slider |l
can be increased or decreased to control that aspect of the camera view. LIz

Saturation :

Color
Contrast :

Hue Degree :
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The Resolution sets the camera view pixel count s Standard Resolution

¢ High Resolution :
from 160x120 to as high as 1600x1200.
160 x 120 (QQVGA) 1280 x 960 (SXGA)
Note that the higher the resolution the larger the
images from the camera. When communicating 320 x 240 (QVGA) 1440 x 1080 (HDV)
pictures by radio it is important to not pick such a 480 x 272 1520 x 1140 (HDV+)
high resolution, especially if also collecting video,

Resolution L.
that the transmission rate slows down to the 640 x 480 (VGA) 1600 x 1200 (UXGA)

point of making the system less useful. 800 x 480 (WVGA)
When using Radio to connect to the Ronin

Camera, we recommend not using higher than
1440x1080 for Images and not higher than 960 x 720 (HD, 720p)
960x720 for Video data collection.

800 x 600 (WGA)

IV.a. Snap Camera Image
Tap the red Snap button at any time to capture the current camera image (just like any camera).

75 #1. My First Location

My First Location

A small capture window will appear and float into the
Images box at the bottom of the screen.

IV.b. FLIR View Mode
The FLIR camera has multiple view modes. These modes are available both during a Live View and for any saved image
or video. The Sentinel supports changing the view mode on any picture even after it has been downloaded.

The following shows an example of the same picture in each of the view modes:
Color Tracker:

24.5°C | 76.1°F

. 2 {7
Driveway Entrance Ronin Camera (&

10/04/2023 Copyright ©, 2023, Diamond Edge Technology LLC, ALL RIGHTS RESERVED Page 38 of 71



Ronin Sentinel User Manual V1.10 Release #0025

Fusion Relative or Fusion Absolute:

24.5°C | 76.1°F 12:32:12.7pm on Jul 11, 2023 Tue
J T 7 ¥ o
4

T

0

Driveway Entrance

Rainbow:

24.5°C | 76.1°F

Driveway Entrance Ronin Camera

Quad Mode:

24.5°C | 76.1°F pm on Jul 11, 2023 Tue

L8
i

Driveway Entrance Ronin Camera 3
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Raw:

24.5°C /| 76.1°F 12.7pm on Jul 11, 2023 Tue

TREAY &

Driveway Entrance Ronin Camera $:
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V. Camera Configuration
The Ronin Camera is an advanced and highly versatile product with many features and functions. While many users may
never want or need to change any of the advanced settings, and the camera is perfectly usable without doing so, some

users may find the ability to adjust virtually any aspect of the cameras functioning to be vital to gathering the kind of
pictures they wish to capture.

Tapping this icon anywhere will access the Camera Configuration screens which looks like this:

7 #2. My Second Location

Files | COM & Alerts | WiFi | Radio | System | Detect | Video | FLIR | BAT | GPS

Across the top are 11 different tabs that group

Version : V1.05a - 04/13/23 Passwords
Serial # : RCS082200F ALy — the different camera functions together. Each
Location : [My Second Location Password : [esee of these tabs is described in detail below. To

NN access the specific functions, simply tap on the

Info2 : Reset Video and FLIR desired tab.

owner : Reset All Settings To change a value tap on it and enter in the

GPS 1 44.064518, -123.164734 new setting, information, or to access the
v i .- .
P Set GPS Location specific button function.

V.a. Camera Configuration — Status
The main status page shows the current firmware and hardware version and the Ronin Camera serial number. This
information will likely be needed for any customer support needs and it can be found here.

Setting or Function Description
A location description of where the camera is placed (up to 30 characters). This is a key value
that is displayed in multiple locations from the Main Link Screen to the alert messages that

Location i . . ) -
are sent by email or text message. It is highly recommended to pick a unique and descriptive
location name for each camera in the system.

Info 1 ) . . .
Info 2 Optional secondary information about the camera location.
Owner Optional name of the camera owner.

The current GPS location for the camera is displayed here. Tap on the |Set GPS Location
button to display this position on a map and/or to manually set the position using the map or
a physical address. When this is tapped a window like this appears:

 Set GPS Location: Driveway Entrance

Address : 4175 Fergus Ave, Eugene, OR 97402, USA

-~ == | Type in a new address in
Map  Satellite Euuerﬁi%{!ﬁgig
the address bar to move
the marker, or manually
drag it to the desired
aems | pOSition.

Wood Ave Slow Lane Barbs

g
153088
1S BYSEIgaN

Set GPS Location

Elmira Rd

]
2

2
2

suipeg 9ded Apuey

pH Ussjauag N

lebo-Pond | - |
b — —_— ——Roosevelt
Roosevelt Bivd

L
Roosevelt Bivd Channel Roosevelt Blvgy

cocnes neieseopn @ F e | When the marker is on the
ANUBIS RIDANS + right spot, tap:

Clubhouse N
cos .= | |Set Location

W(T{E"g‘\e ) oEnVEE Roosevelt Campus

Keyboard shortcuts _ Map data €202 Google _Terms of Use _Report a map error
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Check this box to require passwords to access the camera. This affects both Live View and

Enable Password access i )
Camera Configuration.

Password Enter in the password you want to use for the camera.

Tap this button to force a reset of the FLIR Thermal Imaging camera and the standard Video
Reset Video and FLIR Camera. This can be useful if you want to revert the cameras back to their default settings,
or if you are having any camera issues that may be fixed by resetting them.

Tap this button to reset ALL camera settings to the factory default settings. Note that doing
this to a connected camera will NOT change any setting required to maintain the camera link.
For example, if you are connected by WiFi then resetting the camera does not clear the WiFi
link information.

Reset All Settings

V.b. Camera Configuration — SD Card & Files
The camera has an SD card slot and requires an SD card to be installed for it to operate. The Files tab allows you to
erase, reformat, and download files from this card using the link to the Sentinel:

7% #2. My Second Location

There are four types of files on each
camera kept in different folders:

Status COM & Alerts | WiFi | Radio | System | Detect | Video | FLIR | BAT | GPS

Camera Image Files : 94 New, 46 Sent Sent Images (46)

Video Files : None New |mages and New Videos: These
FLIR Image Files : 51 New, 46 Sent April 2023 (94) are images and Videos that have been
Video Files : Nope
- captured but not yet sent to the Ronin
(47MB of 60GB) Sentinel.
Memury Managemem
Auto clear old files from SD Card. Sent Images and Sent Videos: These are
= Frose Al | | Re-format 0 Images and Videos that HAVE been
! =t ad downloaded or sent to the Sentinel.

Downloading any of the New Images or
Videos will automatically move them
from the New to Sent folder.

\lc Download ..

Setting or Function Description
cam\(leiI:eTI:Igeiand New and Sent Video Camera Images and Videos stored on the SD Card.
FLIR Imai;:snd Video New and Sent FLIR Images and Videos stored on the SD Card.
(Used Bar) The progress bar shows how much of the SD card has been used to store images and videos.

Check this box to automatically erase old files from the SD Card if it becomes necessary to free up
space for new Images and Videos.

Tap this button to erase all the files on the SD Card in all directories. Note that if there are a lot of
files it is usually faster to just re-format the card instead.

Reformats the SD Card and prepares it for use. All SD Cards are formatted using the ExFAT file table
format which is compatible to the majority of operating systems.

Auto Clear old Files

Erase All Files

Re-format SD Card
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To view, select, and download files from the SD Card start by tapping the tab of the type of file you want access (New

Images or Videos, or Sent Images or Videos) and then follow the steps below:

% #2. My Second Location

Status COM & Alerts | WiFi | Radio | System | Detect | Video | FLIR | BAT | GPS

New Images (94)

=
.

Camera Image Files :
Video Files :

94 New, 46 Sent
None

FLIR Image Files :
Video Files :

91 New, 46 Sent
None

B April 2023 (46)
- 04/07 19:07:28.5
-04/07 19:07:44.0
- 04/07 19:07:59.8
- 04/07 19:08:15.9
- 04/07 19:08:31.4
- 04/07 19:35:47.0

Cam & FLIR
Cam & FLIR
Cam & FLIR
Cam & FLIR

Front Door
Front Door
Front Door
Front Door

0.1%
(47MB of 60GB)

Memory Management Cam & FLIR

Cam & FLIR

Front Door
Auto clear old files from SD Card. Front Door
Cam & FLIR

Cam & FLIR

Front Door

i, Front Door

Erase All Re-format SD
. Card

. Files! Cam & FLIR

Cam & FLIR

Front Door
Front Door
Cam & FLIR
Cam & FLIR

Front Door
Front Door

04/08 14:45:47.4
+-04/08 14:46:02.8

Front Door

Download ... Cam & FLIR
ok .

/= #2. My Second Location

Status COM & Alerts | WiFi | Radio | System | Detect | Video

The downloading progress will
show how long before the
download is complete. When
the download finishes, you
can tap the or

button at the bottom
of the screen to immediately
view it.

Tap to abort the

download at any time.

Camera Image Files :
Video Files :

94 New, 46 Sent
None

91 New, 46 Sent
None

FLIR Image Files :
Video Files :

0.1%
(47MB of 60GB)

Memory Management
Auto clear old files from SD Card.

i,

Erase All Re-format SC
. Card

.4 Files!

\lc Download ..
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2023-04-07 190759.8_Front
Door

All files are put into Year and Month
groups. Tap on the Year and Month
you want to access and a list of
available files in that period will be
displayed.

The Date & Time of each file along with
what type of file it is (usually Cam &
FLIR which means both the FLIR
Camera and the Video Camera were
captured) and the Location when the
Image or Video was recorded.

FLIR | BAT | GPS

New Images (94)

April 2023 (46)
1-04/07
-04f07
gz

Cam & FLIR
Cam & FLIR

Front Door
Front Door
Cam & FLIR
Cam & FLIR
Cam & FLIR
Cam & FLIR

Front Door
Front Door
Front Door
Front Door
Cam & FLIR
Cam & FLIR

Front Door
Front Door
Cam & FLIR
Cam & FLIR

Front Door
Front Door
Cam & FLIR
Cam & FLIR

Front Door
Front Door

Cam & FLIR  Front Door

@) Images ...
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This tab controls the communication channel
and the alert system from each camera:

USB Setting

V1.10 Release #0025

V.c. Camera Configuration - COM and Alerts

/& #2. My Second Location
Status | Files WiFi | Radio | System | Detect | Video | FLIR | BAT | GPS

uss Sentinel Alerts
C\) USB Baud Rate :
H 521600

Status & Radio Range Test Mode

Send Alert to Radio Channel :

Send Alert to WiFi Channel :

Send Alert to USB Port :

Mode : |Disabled (default)

Send Alert to Bluetooth Port ;
Stay on For : 0

Enable Alert Messaging from this Camera

Description

USB Baud Rate

The baud rate used by the standard USB connection. Do NOT change this unless you are very
aware of how the communication with the camera works.

Status & Radio Range Test

Description

This function is used to do long range testing of the radio signal. Most users will not need to

Mode access this ability, but in some circumstances it can be helpful to enable radio range testing.
Refer to section VIll.a. Radio Range Testing for more information.
If the radio range test mode is enabled this setting determines for how long it will operate
Stay On For . . . . .
once started. See section Vlll.a. Radio Range Testing for more information.
Sentinel Alerts Description

Send Alert to Radio Channel

Send Alert to WiFi Channel

Send Alert to USB Port

Send Alert to Bluetooth Port

Enable the slide switch for each communication channel you want the camera to send a
motion alert message to. By default this will be set to the same channel as the Ronin Camera
is connected to the Sentinel, however additional channels can be enabled for advanced
configurations.

Enable Alert Messaging from

Check this box to enable the Sentinel to send out Alert Email and Text messages when

this camera

motion is detected. Unchecking this box turns off this function for this camera only.

V.d. Camera Configuration - WiFi

This tab controls the WiFi communication system from the camera. Note that if you are using this system to connect to
the Sentinel, then not all options will be available to change:

& #2. My Second Location

Status | Files | COM & Alerts Radio | System | Detect | Video | FLIR | BAT | GPS

WiFi Mode

b WiFi Power :

WiFi On/Off Times
Turn on at these Times (and for Alerts)

Enable On Time

WiFi as Server WiFi as Client

IP Address : 192.168.1.47:3333

Keep WiFi on
= all the time!

Auto reset link every 6 hours.

And Stay on For (with Power) : 00:00:00

And Stay on For (Batt Only) :
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WiFi Mode Description
WiFi Power Slide switch to Turn On or Off the WiFi power. This is only available if Enabled is set to On.
Enabled Slide switch to Enable or Disable the WiFi system. This can only be changed if the WiFi power

is set to Off.

WiFi As Server / WiFi as Client

Tap this button to switch the WiFi between Server Mode (other devices link to its network)
and Client Mode (the camera links to an existing WiFi Network).

IP Address

The IP Address : Port Number that is currently assigned to the WiFi.

Keep WiFi on all the time!

By default the WiFi shuts off after a few minutes (unless it is being used) to save power. Tap
this button to force the WiFi to stay on all the time regardless.

Auto reset link every 6 hours

When using the WiFi in Client Mode, checking this box forces it to relink to the network every
6 hours. This is helpful in keeping the link alive when you do not have a lot of activations.

WiFi On/Off Times

Description

Turn on at these Times (and
for Alerts)

You can specify up to 4 different times to automatically power up the WiFi and have it stay
on and listen for a connection request. This is helpful in situations where you want to
periodically link to the WiFi while saving power during the off times.

Enabled (#1, #2, #3, #4)

Check this box to enable this specific On time.

And Stay on For (with Power)

When in Small Solar, Large Solar, or Wall Power mode this determines how long the WiFi will
stay on for any of the above times. Set it to “00:00:00” to keep it on permanently.

And Stay on For (Batt Only)

When in Battery Only or Batt+FLIR mode this determines how long the WiFi will stay on for
any of the above times. Set it to “00:00:00” to keep it on permanently.

V.e. Camera Configuration — Radio

This tab controls the radio setup and configuration.
If currently using the radio to link to a Sentinel, then
not all options can be changed as these would break

the link to the Sentinel.

Ronin Camera Radio — Settings

/4 #1. My First Location

Status | Files | COM & Alerts | WiFi System | Detect | Video | FLIR | BAT

Ronin Camera Radio - Settings Radio Link Opti

Radio Power : ‘

Enabled : ‘

Tx Power : | 29.0 dbm v

Baud Rate : | 921600

Ronin Camera Radio - Status Other Radio Options

Ronin Address : 0013A200 - 41E3ED8C
Sentinel Address : 0013A200 - 41E85074

HW Version : 314A
FW Version : 900A

AES Enabled : No

Multi-Transmits : | 3

Series : 2560 Unicast Retries :

Device ID : 0xF0000
Model : DX

Packet Timeout :

O Images ..

Description

Radio power

Slide switch to turn on or off the radio power. This is only available if the Radio is enabled.

Enabled

Enable or disable the Radio module. This can only be changed if the Radio is powered off.

Tx Power

The Transmission power for the radio. You can select:

+21.5dBm +27.0dBm +29.0dBm
The higher the value the stronger the signal, but the more battery power used. Typically, it
is best to start with the highest value and then change it down to a lower value only after
checking the signal strength received on the Camera Status View of the Main Link Page.

Baud Rate

Baud rate to communicate between the Radio and the Ronin Camera main processor. Do
not change this value unless you receive specific instructions from Diamond Edge.

Ronin Camera Radio - Status

Description

Ronin Address

Sentinel Address

HW Version

FW Version

AES Enabled

These values describe the current radio version and model inside the Ronin Camera.

Series

Device ID

Model

10/04/2023
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Radio Link Options (must match Sentinel) ~ Description

The ID in the radio message preamble for this radio network. All radios on the same
network must have the same Preamble Mask value.

A four hexadecimal digit Network ID value for this radio network (from 0000 to 7FFFF). All

Preamble mask

Network ID radios in the network must have the same ID value.
Data Rate The speed in which over-the-air communication will run. Like the other values, all radios in
the same network must have a matching speed value.
Other Radio Options Description
Multi-Transmits How many times a broadcast radio packet should be repeated.
Unicast Retries How many times a non-broadcast radio packet should be retried before giving up.

The number of character times of inter-character silence required before transmission
begins when operating in Transparent mode.
Force Radio Reset Tap this button to force a re-initialization of the internal Ronin Camera radio module.

Packet Timeout

7% #2. My Second Location

V.f. Camera Configuration - System
System values control general camera options as

Status | Files | COM & Alerts | WiFi | Radio Detect | Video | FLIR | BAT | GPS

Operation Clock/Calendar

fOIIOWS. Full Wall Power 9 system Mode Auto Adjust for Daylight Savings
GMT -8 (PST) ¥ Time Zone
On for 30min ~ LED Mode
U.S. Format (Feet and MPH) | Numbers
Number of frames to wait after power up before Recording Firmware
Current Version : 1,05a - 04/13/23
< 4 > | Video # of Frames .
Newest Version : 1,06a
< 4 > | FLIR # of Frames Wgikiiag iz
Operation Description
The main system power mode. You can select:
System Mode + Battery Only + Batt+FLIR + Small Solar + Large Solar + Wall Power
See section Il.e. for a complete description.
The camera front panel LED’s are used to indicate the status of the camera as follows:
Green LED:
+ Slowly blinks when camera is on.
+ Rapidly blinks several times whenever motion is detected.
+ Turns a steady on (except when motion is detected) if the WiFi links to an existing wireless
network or if it is in Server mode and is waiting for other devices to link to it.
Red LED:
+ Blinks slowly if the battery is actively charging.
+ Turns steady on when the battery is fully charged.
LED Mode

+ The Red and Green LED will flash back and forth in the event of a battery failure. Contact
Diamond Edge for how to proceed in this situation.

This setting controls how long these LED’s will show the above activity as follows:
Always Off: Keeps the LED’s off at all times.

On for WiFi or 30min: Turns on the Green and Red LED whenever the WiFi link is active or for 30
minutes after powering up.

On for 30min: Turns on the Green and Red LED for 30 minutes when the unit first powers up or for
30 minutes after pressing the Wakeup pushbutton.

Always On: Keeps the LED’s on at all times.
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# of Frames to Wait after

Description
power up

These important setting controls how many frames the camera should wait after powering on either
Video # of Frames the FLIR or Video camera before accepting an image from the camera for capture. The default value of
“4” means that it will wait for 4 valid frames before taking the 5™ frame as a good image.

In most situations this is most important at nighttime as it can take the video camera several frames to
adjust to the light level being output by the infrared night light. A setting of “4” is a good compromise
between trigger speed and image quality. The FLIR camera also can take a while to warmup and
produce a good image, and a value of “4” will usually result in a good quality image.

FLIR # of Frames

Clock/Calendar Description
Auto Adjust for
Daylight Savings

Check this box to automatically adjust the clock/calendar for daylight savings time.

Select the time zone the camera is located in. Setting this correctly is necessary to make the GPS clock

Time Zone . .
time match up to the camera time.
Choose between U.S. Format (Feet and MPH) and Metric Format (CM and KPH) for any value that has a
Numbers . .
difference in these two formats.
Firmware Description
Current Version The current firmware version inside the Ronin Camera.
Newest Version The newest firmware version available on the Ronin Sentinel.

The “Update” text will say “YES” if an available firmware update for the camera is present on the Ronin
Sentinel. This is most likely downloaded automatically when you select “Check For Updates” on the
Update & main link screen.

Update Button When an update is available, tapping the | Update | button will start the firmware update process.
Updates do NOT erase any saved images or videos and in most cases won’t change camera setup
(unless something is much different in the new firmware version).

V.f.1. Firmware Update

The Sentinel will automatically check for new firmware whenever a camera is connected by USB and you select Add New Camera.
You can also manually start a firmware update from the System tab in Camera Configuration. In either case, the first thing that is
displayed will be:

% Camera Firmware Update % Camera Firmware Update

Update firmware from V1.12a to V1.18a? Tap to Updating Firmware to V1.18a:
o begin the o
updating. A

WARNING: Cannot be stopped once started! (Sending...)

progress bar will
show how it is

; :
Start! proceeding: Updating...

Once the update completes the Sentinel will reset the link to the Camera and attempt to re-connect. This may take a
few seconds, after which you will be returned to the Camera Configuration or Add New Camera page.
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V.g. Camera Configuration — Detect
The Detect tab controls the motion detection features of the camera. There are three ways to trigger the camera:

e From the Passive IR Detector e —
[ ] From the ”ALT" Detector |nput Status | Files | COM & Alerts | WiFi | Radio | System video | FLIR | BAT | GPs
e From motion in the FLIR Camera Scene pestre R et FLIR Moo Dot
. . ) Blink LED & Send Alert ~| Passive IR Detect " o FLIR Detect Mode
The Passive IR detector is the black sensor right Sensitivity: 93%

< 15.0 >| IR Debounce time (sec) Off

between the FLIR and Video cameras. It functions
in all power modes.

Off ¥ ALT Detect
The “ALT” detector input is an electrical input that < 150 »| ALT Debounce time (sec)
can be tripped on a pin in the Power Input plug at
the bottom of the camera case. This works in all
camera power modes. See the Ronin Camera
manual for more information on accessing this
external trigger input.

*  Sensitivity: 75%

Lastly, the FLIR Camera Scene detector works by using the Color Tracker system to find motion in the thermal image
scene. This is the most accurate and long distant detector available, but you must be in Small Solar, Large Solar, or Wall
Power mode to use it because the camera must constantly scan the FLIR image to detect motion.

Passive IR Detector Description
You can select between these options:

Off: Do not use the Passive IR system for detecting motion.
Blink LED Only: Blink green LED (if it is On) when motion detected, but do not trigger capture.

Blink LED & Send Alert: Blink the green LED (if it is On) when motion is detected and trigger a
full capture with Alert. This is the default mode to use the Passive IR sensor for capture.

Passive IR Detect

Send Alert Only: Capture the image and send the Alert message but don’t blink the LED.

The minimum length of time the camera will wait from one trigger to the next for capturing new

IR Debounce Time (sec .
(sec) Images or Videos.

This dial sets the sensitivity of the Passive IR Sensor. A sensitivity of 100% means the slightest
Sensitivity twitch on the sensor will set off a capture, and a sensitivity of 0% means it requires many seconds
of constant activation to trigger a capture. For most uses, a sensitivity of 93% to 99% is ideal.

“ALT” Input Detector Description

You can select between these options:
Off: Do not use the ALT Detect system for detecting motion.
Blink LED Only: Blink green LED (if it is On) when ALT detected, but do not trigger capture.

Blink LED & Send Alert: Blink the green LED (if it is On) when ALT Detect triggers and do a full
capture with Alert.

ALT Detect

Send Alert Only: Capture the image and send the Alert message but don’t blink the LED.

The minimum length of time the camera will wait from one trigger to the next for capturing new

ALT Debounce time (sec) Images or Videos

This dial sets the sensitivity of the ALT Detect system. 100% sensitivity means the slightest twitch
Sensitivity on the ALT input will set off a capture, and a sensitivity of 0% means it requires many seconds of
constant activation to trigger a capture. For most uses, sensitivity of 93% to 99% is ideal.
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FLIR Motion Detector Description

You can select between these options:
Off: Do not use the FLIR Camera for detecting motion for triggers.
Blink LED Only: Blink green LED (if it is On) when motion detected by the FLIR Camera, but do
not trigger capture.

Blink LED & Send Alert: Blink the green LED (if it is On) when the FLIR Camera detects motion

FLIR Detect Mode
and do a full capture with Alert.

Send Alert Only: Capture the image and send the Alert message but don’t blink the LED.
Verify Passive IR Alerts: Use the FLIR Camera to verify that the Passive IR sensor activation is
valid. This mode uses both sensors to verify motion making the system the most reliable and

least prone to false trips.

V.h. Camera Configuration — Video
The Video tab controls what kind of data is # =m0

captured when the trigger is detected (Images e | T [ Coma e | W | Fado | S | e i Lal R

and/or Videos) and other features such as the | et Game C:m:rasms Ace wiFrames —
infrared Night Light/ Time'Of'Day AdJUStmentf and Save BOTH camera and FLIR ¥ Mode Don't save any video v Mode Engage

the IR Filter Light Level detection. « 3] save how many Shope? 30| Video duration (sec)? < 10 >|TumoOf

< 1.0 >| Time between Snaps (sec) 3.0 fps “ Frame Rate < 40 > |TumnOn

It is more common to use the Add New Camera
function to set most of these values, but later
adjustments can be made here at any time.

Infra Red Night Light Time of Day Adjustment.

On when Recording at Night 8| Mode Enable

< 0.3 > IR Delay (sec) before recording. Ry TRl e § 20:00

Disable Second IR Light Always Day From : 08:00

General Description

Enable Video Camera Check this box to enable the Video camera.

Camera Status Displays the current Video camera status.

Image Snapshot Storage Description

Selects the mode for Image capture when a trigger is detected as follows:
Don’t Save Snapshots: Disables saving images when a trigger is detected.
Mode Save Just Camera Snapshot: Enables saving just the image from the video camera.
Save Just FLIR Snapshot: Enables saving just the image from the FLIR camera.
Save BOTH Camera & FLIR: Enables saving both the Video and FLIR image when trigger detected.

If the mode is enabled, then this selects how many images should be captured each time a trigger is

Save h S ?
ave how many Snaps? | .

This is the length of time between each image capture when more than one image is to be captured

Time between Snaps .
for each trigger.

Video Storage Description

Selects the mode for Video capture when a trigger is detected as follows:
Don’t Save any Video: Disables saving video when a trigger is detected.
Mode Save Just Camera Video: Enables saving just the video from the regular camera.
Save Just FLIR Video: Enables saving just the video from the FLIR camera.
Save BOTH Camera & FLIR: Enables saving both the regular and FLIR video when triggered.

Video Duration How long of a video should be recorded when a trigger detected.
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Frame Rate The frame rate of the video to be recorded.

Infra Red Night Light Description

Built into the camera is a high power infrared night light that is invisible to humans but visible to the
regular camera and is designed to illuminate the camera view up to 60’ away at night. This light is
usually turned on automatically by the camera, however there are some options that can control
when it is turned on:
+ Disabled (never turn on this light)
+ Low Light Only or Turn on at Nighttime (turns on whenever the light level gets low at night)
+ Auto On or Always On (turns on and stays on, not recommended unless wall power connected
and the camera is permanently in the dark!)
+ On Recording or Turn on When Recording (turns on whenever capturing images or video
regardless of light level)
+ Record+Night or On when Recording at Night (turns on whenever capturing images or video
when it is dark)
This option should only be changed to “Disabled” or “Record+Night” unless the user has a very good
understanding of the power modes and the usage of the camera night light.

Mode

IR Delay (sec) before How long the camera should wait from when it turns on the IR Light to when the Video Camera has
recording adjusted to the new light level available.

The camera IR Night Light is built as two separate light arrays. Check this box to disable the second
Disable Second IR Light | array. This will cut the power draw in half, but will reduce the amount of light sent out. If you want
to reduce the amount of power or light then this is a handy option to check.

IR Filter Level Detect Description

Check this box to engage the IR Filter over the camera. Uncheck it to remove the IR filter over the

Engage
gag camera lens.

This is the light level reading that triggers an automatic switch from day to night mode. When this
Turn Off level is reached, the camera removes the IR Filter and will turn on the IR LED (if enabled) when it
needs to record an image or video.

The light level to reverse the process and switch from night to day mode (re-engaging the IR Filter

Turn On - . L .
and disabling the IR LED during image or video capture).
Time-of-Day Adjustment Description
Enable Sometimes car headlights or other external lights can fool the camera into thinking nighttime is

actually day time. To prevent this, you can enable the Time-of-Day adjustment and force the camera
to consider Night to be from a specific time to a specific time and Day to be a different specific time
Always Night From to specific time.

Anytime not within those ranges will be handled by detecting the light level directly from the
camera. The advantage to using this feature is that it can force the IR Night Light On even if the
camera is being shined on by a car headlight.

Always Day From
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V.i. Camera Configuration — FLIR
This tab displays literally hundreds of specific FLIR ot

Camera settings and features. There are five sub- SRR NE R AR
tabs that group the FLIR features into different
categories of related statistics and functions.

Enable FLIR Camera FLIR Output Format : | Color Tracker

Video/OEM | FFC & Shutter | AGC & Gain | RAD

FLIR Part # : 500-0771-01 5YS Telemetry

. . . . ri 1174522206 System Status :
A detailed description of these settings and o st oo Uptine « S1002t
. . . . Therm Shutd : 270
information is beyond the scope of this manual. oo 1ot [ oot o oo I« 3141

. J,, € = COES Aux T: 27.1C/ 80.7F fpa T: 27.5C [ 81.5F

However, you can contact Diamond Edge for 15z MLepton 3 = =

. . . . AGC Histogram Stats (0.0-159.119) FFC (Flat Field Correction)
more |nf0rmat|0n and a gulde to these functlons Min : 0 Average : 3806 Normalization : Write Error!
. . .. . . . Max : 16383 Pixels : 14560 State : Never Commanded
in greater detail. This information is provided as : FRars Feites

. . . i Sc_ene Inten_slty (ORI . Time Since Last : 3 days, 2:34:07.632
an aid to understanding the FLIR Thermal image. (g 2255 frzmgas LI ,
Max : 3442 Pixels : 19200 RAD (Radiometry)
Run Status : Ready
General Description

Enable FLIR Camera Check this box to enable the FLIR camera.

Selects the mode to display the FLIR thermal image. The default is “Color Tracker”, but you can
choose from:

+ Raw + Fusion Relative
+ Grayscale + Fusion Absolute
+ Color Tracker + Rainbow

+ Quad Mode

The "Quad Mode” splits the view into four separate displays of Grayscale, Fusion Absolute, Color

FLIR Output Format Tracker, and Rainbow. See Section IV for more information.

IMPORTANT: The Ronin System allows you to change the view mode of any
captured image or video after it has been recorded! This means it does not matter
what view mode you pick here because you can always change it later using the
View Images/Video function. Your choice here only sets the default view mode for
the image or video and what format will be used when the image or video is sent to
you by an email or text alert.

See Section VI and IV.b. for more information on this very useful ability.
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V.j. Camera Configuration — Batt

The Batt tab displays the current battery and
battery charger information and allows you to
control the charger settings.

/& #2. My Second Location
Status | Files | COM & Alerts | WiFi | Radio | System | Detect | Video | FLIR

Battery
Type : 3-Cell LIFEPO4/11.4V

Low Voltage Setting :
Status : FuLL!

. . : Full Charge Voltage :

One of the most useful items is the battery Foner
. . . [ Charger : 76.6°F 24.8°C Sample Timer (sec) :
symbol which will be colored according to the &3V Temp Chorge Votage s
current battery voltage level and whether = Refresh S
active charging is taking place. This is very — "Absarb” Voltage :

Enable Charger (when available)
MPPT On (Max Power Point Tracking)

useful in verifying that solar panels or wall
adapters are functioning properly.

Tapping the button will update the

current battery status information.
Repeatedly tapping this button can provide
useful information on how the charger and battery system is functioning.

Input Current Limit :

Enable Equalize Charge Mode Input Undervolt Limit :

Enable Charger Temp Compensation Output Current Limit :

Charger
Enable Charger
(when available)

MPPT On (Max Power
Point Tracking)

Enable Equalize
Charge Mode
Enable Charger
Temp Compensation

Description

Check this box to enable the charger.

MPPT is an advanced charger system for improving the amount of power being used from Solar
Panels. Enabling this feature maximizes the efficiency of solar recharging the batteries.

When checked the “Equalizer” charge mode is used when the battery charger first starts.

When checked the current temperature will be used to adjust charging parameters.

Battery

Description

Low Voltage Setting

The battery voltage that is to be considered “low”.

Full Charge Voltage

The battery voltage that is to be considered “fully charged”.

Sample timer (sec)

How often (in seconds) the battery charger system should be checked.

“VCharge” voltage

Controls the final charge voltage regulation servo level. To maintain inherent overcharge
protection, only LiFePO4 appropriate charge voltage values can be selected.

“Equalize” voltage

Used to equal out the battery voltage across batteries (not used in LIFEPO4 charging).

“Absorb” voltage

Initial rapid charging voltage level.

Input Current Limit

The maximum amount of current that can be drained from the power input source.

Input Undervolt Limit

The minimum voltage level on the input to shut off the charger system.

Output Current Limit

The maximum output current to feed into the battery pack.
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V.k. Camera Configuration — GPS

The final tab details the GPS functions and
current status. The bottom right box describes
the most recent GPS Status and can be updated
in real time by tapping the button.

/& #2. My Second Location
Status | Files | COM & Alerts | WiFi | Radio | System | Detect | Video | FLIR | BAT

GPS - Settings

Enable GPS Module : (@)

Passwords

Enable GPS Location Lock : .

Password : eese

The remaining options control the various GPS
setup and are described below.

GPS - Settings

slide to Tumn GPs off : (@)

Always Require a Password

Acquire GPS on Power Up : (£ ()

GPS - Status.

Auto re-acquire GPS Every : |24 Hours Acquired - Position : No Date/Time : Yes
X ) Number of Satellites : 5
Max Time to acquire GPS : |1 hour

Last Location :

Minimum Sample Count : | < 1000 > Last Date/Time : 2023-04-26 01:54:42.00

® Refresh

Description

Enable GPS Module

Slide to enable the GPS Module (only can be changed if GPS is off).

Slide to Turn GPS On/Off

Slide to turn on or off the GPS Module (only available is GPS module is enabled).

Get GPS Location on
Power Up

Set this to ON if you want the camera to automatically scan for the current GPS location of the
camera when it is first powered up.

Auto Re-acquire
GPS Every

Select the length of time you want to automatically recheck the GPS location after the first
time.

Max Time to acquire GPS

Maximum amount of time camera will wait to get a GPS location before shutting off module.

Minimum Sample Count

The minimum number of GPS location fixes before the position is locked. Increasing this value
can improve the accuracy as the GPS chip has a longer time to get a valid location.

Passwords

Description

Enable GPS Location Lock

If this is checked the Ronin Camera will save the current GPS location and LOCK it into its
memory. When it rescans for the location, or the next time it is powered on, if the location it
gets is different than the locked location into the camera it will stop functioning until it receives
a password from the user.

In effect the GPS Location Lock will “brick” the camera until it receives a password if it moved
from its location. This is an anti-theft feature which can help deter anyone who might steal the
camera since it becomes useless unless it is returned to its original location.

Password

The password that must be entered to unlock the camera from a GPS location lock.

Always Require a
Password

If checked, then passwords are enabled for accessing the camera anytime and not just when it
is location locked. Users may want to enable passwords for increased security.
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VI. Images & Videos Viewer

Built into the Ronin Sentinel is a complete Image and Video viewer. The Sentinel downloads and saves all alert messages
from the connected cameras and allows users to review them at any time with an easy to use player and image
processor. You can also easily change the FLIR View Mode of any captured Image or Video in the viewer and you can

quickly email or text images or videos directly from the viewer.

Select all from current

Month/Year Month Selector Image or Video

(Tap to Zoom)
/2 Ronin Cam\ -a Sentinel Software: Im _es for All Cameras

A <« FDecy >

. All
Location 12. Far Yard

Selector Corner 0.6°C / 33.0°F 9:37:48.7pm on Dec 6, 2022 Tue

13. Forest
Entrance »

14. Front Door

15. Front Entrance

Select this 16. GPS Test k
Picture Front Entrance
17. Hogwarts Left
Go back 1
picture 18. My First <

Location

6 of 6,
Year Selector B

2022

IR Image Tracker

Delete Selected

Email or Text Pictures

Selected Pictures

FLIR Image View and
Settings Modifiers

If you are viewing Videos, an additional play bar and controls appear under the image like this:

72 Ronin Camera Sentinel Software: Video for All Cameras
<« [ Nov Dec b

All

1. Apple Trees

2. Apple Trees HD

3.0°C1374°F 10:04:39.9am on Nov 24, 2022 Thu

3. Apple Trees
HD2

4. CLR Test

5. Front Door “

6. Test

Apple Trees HDZ

|

(33 0f81)
<« 12022 2023 >

IR Image Tracker

Jump to

Jump to Play / Stop End

Start
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Vl.a. Viewer — Change FLIR View Mode

If you tap the [ IR Image | button in the viewer a
small window appears allowing you to select the
view mode for the image or video. You can

choose from:

For example, if you were to switch the
previous view to Fusion Relative the
screen would immediately change to

show:

# Ronin Camera Sentinel Software: Images for All Cameras

A <« jbecy >

All
12. Far Yard

Corner 0.6°C / 33.0°F

+ Grayscale + Fusion Relative 13. Forest
. Entrance .
+ Color Tracker + Fusion Absolute
. 14. Front Door
+ Rainbow + Quad Mode
+ Raw 15. Front Entrance

16. GPS Test
Front Entrance
17. Hogwarts Left
18. My First D |
Location
(60f6)

v 2022

IR Image

9:37:48.

V1.10 Release #0025

7pm on Dec 6, 2022 Tue

You are free to change the view mode as often as you want and the Sentinel always remembers the last view mode you
selected for each individual picture and will use that as the default the next time the image or video is seen.

Vl.b. Viewer — Change Color Tracker
If the view mode is Color Tracker or Quad, a button labeled Tracker appears. Like the view mode, you can change the
tracker options at any time to see the immediate effect on the image or video. The Color Tracker options are:

Tracker

Tapping this button sets the options when Color Tracker or Quad View mode is selected
adjust how the Color Tracker image is displayed:

Min Change: The minimum difference (in 0.01 degrees Celsius) between the
background and the new pixel for it to qualify as Active and should be shown
in color instead of black and white.

Min Grouping: The minimum number of pixels that must be active and next to
each other to maintain their active status. This helps eliminate isolated pixels
that are not part of a larger object being shown as active.

Color Amplifier: The amount of color amplification that should be applied to
active pixels to make them stand out more.

Retune Rate: How quickly the camera should adjust to background changes to
make a new non-active value. Increasing this value makes the camera less
able to adjust to changing background temperature, but less likely to tune out
slow moving objects in the field.

. These settings

Min Change :

< 42
Min Grouping :
< 4
Color Amplifier :
< 1.0
Retune Rate :
< 3
Max ON (sec) :
< 30.0 >

Show in Fusion

Use Negative
Use Active Pix

Max ON: The maximum number of seconds a pixel can be active before it is assumed to be a new

part of the background.

Show in Fusion: Check to color the active pixels the same color as Fusion Relative.

Use Negative: Check to use pixels that are both colder than the background (negative) and
warmer than the background (positive). Unchecked then only the warmer are used.

Use Active Pix: When checked the coloring of active pixels is determined only by the range of
temperatures of the active pixels themselves. When unchecked, then the entire image

temperature range is used to determine the color of the active pixels.
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VI.c. Viewer —Zoom

Tapping on any Image or Video will zoom in on the " Ronin Camers Sentinel Software: Images for All Camerss

picture and fill the whole screen. From there you REICESAEE LSS IPMON DRC /N NIs T
can manually zoom in or out with finger gestures to
view a specific part of the picture. kK

A typical zoomed image looks like this:

Tap the X to
close zoom

[

F*nt Entrance

IR Image Tracker

VI.d. Viewer — Email
Tapping the button at the bottom of the e —
viewer screen allows you to send an email with the Account
selected Image, Video, or multiple Images or Videos
(if selected). A window like this appears:

Send To

Enter in Email addresses or addresses (separated by
Message

commas) and then tap | Send Email | to send the Subject : [Ronin Camera Image (Front Entrance)

image or video to the designated recipient.

Vl.e. Viewer — Text
Like emailing you can easily send a text for any select Image or
Video (or multiple if selected). Tap the button at the

bottom of the viewer and the following screen will appear: Use Phone # Carrier
+1222333444 Verizon (vzwpix.com)

+5556667777 T-Mobile (tmomail.net)

Text | Account

Phone Numbers to Send Text To :

Enter in the phone numbers and the carrier that number uses.
You can tap the tab to set additional text values like:

/ TEXT THIS IMAGE?

T-Mobile (tmomail.net)

Phone Numbers Account

Texting Method : | By Email All Numbers Start with "1+" :
Send Text!

Text ! | priveway Entrance Image

The “Account” tab controls what method the Sentinel
uses for sending texts. Refer to Section VII for more
information on setting up the service used by the
Sentinel to send texts.

Send Text!
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VIl. Sentinel Settings

The Sentinel has a variety of controls and settings which affect how it operates. Many users may never need to access
these values, but some will want to customize the operation of their Sentinel to meet their specific needs.

There are two main setting areas accessed from the main menu: Sentinel Program Settings and Network Settings

Vll.a. Sentinel Program Settings
These are settings which affect how the Sentinel = Cree i

operates in general and with connected cameras. R e
The main settings page looks something like this:

Show splash screen on startup. COM Port : |Ronin Sentinel Radio (COM29)

Move downloaded Images to 'Sent' folder. Baud Rate : | 921600 ~
Move downloaded Video to 'Sent' folder. T A
At the bottom are several buttons for advanced . 5 :

) . Mark Activity Time : 00:02:00
settings such as Reset to Factory, to reset Sentinel,

v Data Rate : | Fast (250kbps) M (Waming: Cameras must maitcht)
Advanced Settings , and Sentinel Server which

. Tx Power : | 29.0 dbm i Advanced

Send Email Alerts when Motion Detected 3 )
Sentinel Radio - Status

controls how the Ronin Camera Link App works with Send Text Alerts when Motion Detected Address : 0013A200 - 41E85074
i ) N HW Version : 314A Series : 2560
the Sentinel. Sy En=ll S FW Version : 900A Device ID : 0xFO000
" e Network ID : 0x202A AES Enabled : No
In the Sentinel Radio box there is an Advanced Use Milltary ime in Alert Messages
. . Text Image Orientation : | as Recorded ) e
button to control other radio options and het
underneath that is a Force Reset button to force @ Reset to Factory Advanced Settings Sentinel Server

the internal Sentinel Radio to completely reset.

Image & Video Description
Show splash screen on When checked the Sentinel startup screen will display for a few seconds when unit first powers
startup on.

Move downloaded Images | If checked, downloading an Image from any camera will automatically move it from the “New”
to ‘Sent’ Folder folder to the “Sent” folder.

Move downloaded Video to | If checked, downloading a Video from any camera will automatically move it from the “New”
‘Sent’ folder folder to the “Sent” folder.

The length of time a green box will appear around a camera after a new video or image is

Mark activity time
y downloaded from an alert.

Alerts Description
Send email alerts when Check this box to enable sending email alert messages. This is an easy way to globally disable
motion detected or enable the email system without changing any other parameters.
Send text alerts when Check this box to enable sending text alert messages. This is an easy way to globally disable or
motion detected enable the texting system without changing any other parameters.

Use military time in alert When checked the Sentinel will report all times in military format. For example, 6pm will be
messages reported at 1800 hours.

This setting allows you to force images to either Vertical or Horizontal when sent as a text
Text Image Orientation message. When Vertical, the FLIR will be on top and the Video Camera on the bottom. When
Horizontal, the FLIR is on the Left and the Video Camera on the right.

Setup Email and

Setup Texting buttons Tap these buttons to go into the advanced Email and Texting setup.
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Sentinel Radio - Connect Description
COM Port The port the radio is connected to inside the Ronin Sentinel case. Do not change this unless
you completely understand what the consequences are.
The baud rate to communicate to the radio at. Like the above, do not change this without
Baud rate . .
knowing how the radio system works and what the consequences could be.
Sentinel Radio - Settings Description
The speed rate for the radio. All cameras must use the same rate, so changing this after
Data Rate cameras are connected will disable them. Changing of the data rate of the radio after cameras
are connected should only be done with the Toggle Camera View Mode functions described in
section lll.c.
Tx Power The transmission power for the Sentinel radio. Typically this should be set to the highest value,
but some users may be able to reduce it in certain configurations.
Advanced button Tap this button to access the advanced Radio configuration options.
Sentinel Radio - Status Description
Address
HW Version
FW Version
Network ID Information about how the Sentinel Radio is configured. This includes the radio address,
Series network ID, and other information.
Device ID
AES Enabled
“Force Reset” Button

VIl.a.1. Settings - Reset to Factory
Tapping this button will allow you to completely reset the Confirm
Sentinel back to its factory default state.

ARE YOU SURE YOU WANT TO RESET TO THE FACTORY DEFAULT

You will first be asked to verify that you want to do this STATE?

because it CANNOT be undone once started:

If you confirm you want to reset the unit, you will be asked if you want to also erase all the Images and Videos stored on
the Sentinel. This is useful when transferring the Sentinel to a new user and you don’t want to share your saved data:

Confirm X

Select Yes to erase all the saved images and videos, or
0 DO YOU WANT TO DELETE ALL SAVED VIDEO AND IMAGES? select No to continue the factory reset without erasing the
saved Images and Videos.

Yes No Cancel
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Vll.a.2. Settings - Advanced Radio

The advanced Sentinel Radio settings
controls features of the radio system not
commonly accessed by the average user.
This includes the Channel Mask and AES
Security features for improving overall radio

/. Sentinel Radio Settings - Advanced

Radio Link Options (Cameras MUST match!)

Preamble Mask : |0 v

Enable AES Security

Network ID : |202A

Channel Mask (High Speed) :
3FFFFFFFFFFFF

V1.10 Release #0025

Sentinel Radio - Connect
Last Set Baud Rate :

921600

Radio Link Options (do not need to match)

communication security.

Note that changing these values will likely
break your connection to existing Ronin
Cameras that are linked by radio. These
cameras should be deleted and the re-added
to the Sentinel after making changes here to

insure the remain functional.

Radio Link Options
(Cameras must match)

Multi-Transmits : |3 v
Low/Med Speed Premask : | Pattern 1 (0x0A AAAA AAAA ..)
Unicast Retries : |10 v
Channel Mask (Low/Med Speed) :

0xOA AAAA AAAA AAAA AAAA AAAA AAAA Packet Timeout:[¢ 3 >

Description

Preamble mask

The ID in the radio message preamble for this radio network. All radios on the same
network must have the same Preamble Mask value.

Network ID

A four hexadecimal digit Network ID value for this radio network (from 0000 to 7FFFF). All
radios in the network must have the same ID value.

Enable AES Security

Check this box to turn on AES security for all radio links. This is a very secure method of
communication, but does slow down the system.

Channel Mask (High Speed)

This read-only value shows the channels that will be used in High Speed (250kbps) mode.

Low/Med Speed Premask

Select a premask pattern for the radio channels to be used when in Low and Medium
speed mode. If you are using multiple Sentinels, you can keep them from interfering with
each other by selecting a different mask for each Sentinel in an area.

Channel Mask (Low/Med Speed)

This read-only value shows you what the mask pattern will be for Low and Medium speed
modes.

Other Radio Options

Description

Multi-Transmits

How many times a broadcast radio packet should be repeated.

Unicast Retries

How many times a non-broadcast radio packet should be retried before giving up.

Packet Timeout

The number of character times of inter-character silence required before transmission
begins when operating in Transparent mode.

Sentinel Radio Connect

Description

Last Set Baud Rate

This shows what baud rate the internal radio hardware was last programmed to be. In the
case of a complete system wipe the software may revert to a baud rate that does not
match the actual programmed baud rate of the radio. In that case, adjusting the last set
rate can get access back to the radio if it has been lost. Contact Diamond Edge for specific
instructions.
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Vll.a.3. Settings — Advanced Program

These settings are not often changed by users.
However, they are available for those cases where
it is necessary to make an adjustment (usually at
the direction of Diamond Edge). Please make
changes here very carefully!

. Ronin Sentinel Software - Advanced Settings

. Emailing Options
Default Camera WiFi Password :

Email Video Format : | mp4 (any size)

Video Orientation : | Always Horizontal M
Download Options

Download with Block Protocol Jexing Options

Twilio Text Video Format : | 3G (limited sizes but widely supported) [

Use High Speed USB Downloading

Use High Speed USB Camera Email Text Video Format : | MP4 (any size) A

High Speed USB Rate :

3.0Mbps "

The Default Camera WiFi Password is the SSID
password the Add New Camera function will use to
link to a camera by WiFi. The default is
“rcspassword”.

Video Orientation : | Always Horizontal ¥

When using email to text, use URL link to image :

Eei bt When using Twilio to text, use URL link to image :

Show Screen Saver Camera Link Alerts

Exit on Camera Detecting Send Alert if lose link to a camera :

Show After (min) : | < 15 Send Alert if reacquire link to camera :

The other settings are detailed below:

Download Options Description
Check to enable using the high speed block protocol mode for downloading. This is faster than
non-block downloading because it grabs the full image quickly and then later will correct any

errors in specific locations.

Download with
block Protocol

Use high Speed
USB Downloading
Use High Speed

Check to use high speed when downloading Images and Videos from USB connected Cameras.

USB Camera

Check to use high speed when doing Live View from USB connected Cameras.

High Speed USB Rate

The high speed baud rate to use when either or both above options are checked.

Screen Saver

Description

Show screen Saver

Check this box to enable the screen saver after a period of no activity.

Exit on camera detecting

When checked, the screen saver will automatically turn off when activity such as a new Camera
Alert is received.

Show after (min)

How long to wait (in minutes) for no activity before triggering the screen saver.

Emailing Options

Description

Email Video Format

Selects the video file format to use when attaching videos to emails. By default the “.mp4”
format is used which is supported on most web email browsers.

Other options are “.3gp” which is widely supported and “.avi” which is high quality but mostly
supported on Windows platforms.

Video Orientation

Orientation of video when attaching it for emails. This can be Horizontal with the FLIR on the
left and the video on the right or Vertical with the FLIR on the top and the video on the bottom.

Texting Options

Description

Twilio Text video format

If you have enabled Twilio as your texting service provider (bypassing the free texting system),
you can choose the format for the videos attached to text messages. We strongly recommend
.3gp for this format as it is most widely supported by iOS and Android.

Email Text Video Format

If you are using the default free email based texting system included with the Sentinel, this is the
output format for videos attached to those text messages. You can choose “.mp4”, “.3gp”, or
“.avi” with “.mp4” being the default and best supported.

Video Orientation

Orientation of video when attaching it to texts. This can be Horizontal with the FLIR on the left
and the video on the right or Vertical with the FLIR on the top and the video on the bottom.

When using email to text,
use URL link to image

Check to use a URL link to image or video embedded in text message begin sent by the email
system. Recommended when doing free text by email that is included with the Sentinel system.

When using Twilio to text,
use URL link to image

Check to use a URL link to image or video embedded in the text message sent by the non-free
Twilio system. This NOT recommended since Twilio does a good job including it with message.

Camera Link Alerts

Description

Send alert if lose link
to a camera

Check to send alerts when Sentinel loses a link to a connected Ronin Camera.

Send alert if reacquire
link to camera

Check to send alerts when Sentinel re-acquires a lost link to a connected Ronin Camera.
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VlIl.a.4. Settings — Server
The Server is the part of the Ronin Sentinel % Drope - B
that supports the Ronin Camera Link App. You Enable Sentinel Server

must enable the Server for the App to function. IP Options
Base Port: < 45000 »

Check the box to enable the Sentinel Server.

You can also specify the “Base Port” for the
Sentinel Server to operate from. This usually
doesn’t matter, but some systems may require
a different value depending on their security
requirements. If you do change it here, be
sure to change it on the Ronin Camera Link
App too so the link continues to function.

VIl.a.5. Settings — Setup Email

This page allows you to set the email addresses
for sending out email messages. The first tab
labeled “Email” sets who you want to send
emails to.

/ Ronin Sentinel Software - Email Settings
Account

Send To

The second tab “Account” sets how the
Message
messages are sent. Subfect: [

Text: (

Send Test Email

/% Ronin Sentinel Software - Email Settings

EMail . .
. To change the account the Ronin Sentinel uses to
Use Default Ronin Email Account

P ———— send email messages, first uncheck the box “Use
From Evai Email Aco Default Ronin Email Account”. Once that is

From ame : Fiost Connection unchecked you will be able to setup a new email
account including the email host and login
credentials for sending emails.

From Address : Login :

Organization : Password :

Signature : SMTP Port :

Method : |srp WARNING: You must be familiar with setting up
o SELLS (resermaitzs) email sending accounts in order to successfully
change from the default account. Please proceed

ol Test Bl with caution when changing these values.

Tap ‘ Send Test Email ‘to send a test message to your settings and verify that it is working correctly.
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VIl.a.6. Settings — Setup Texting

This page allows you to set the phone numbers and
account information for sending text messages. The
first tab is labeled “Phone Numbers” and sets who

Text | Account

Phone Numbers to Send Text To :

you want to send text messages to: Use Phone # Carrier

+1222333444 Verizon (vzwpix.com)
Enter the phon?e number you want to .send and +5556667777 T-Mobile (tmomail.net
select the carrier this phone uses (Verizon, AT&T,
etc). Tap the |+ |and E| buttons to add or remove T-Mobile (tmomail.net)
numbers. You can also check or uncheck the box to +

the left of the number to temporarily enable or
disable a number to send to.

Send Text!

The “Text” tab sets some general options about how the texting should be sent:

% Ronin Sentinel Software - Texting Settings
Phone Numbers Account

The most important value here is the “Texting
Method”. By default it is “By Email”, but you can
Text: (a tomatically set by Sentind) change this to the fee based service known as Twilio
by changing the option here.

Texting Method : | By Email All Numbers Start with "1+" :

Message

If you select Twilio then you will no longer need to
specify the specific carrier and you will instead be
allowed to enter in the Twilio service account
information under the “Account” tab.

Send Test Text Message

“Account” tab with free email based texting: “Account” tab with Twilio based texting (not free):

- Ronin Sentinel Software - Taxting Settings

Phone Numbers | Text
- blank for Ronin defauits)
Use Default Ronin Email Account

ur o From Phone # :

Account SID :

Auth Token :

FTP Account (et to biank for Ronin defaults)
FTP Host :
Login Name :
Password :

File URL :

Send Test Text Message Send Test Text Message

Uncheck the “Use Default Account” if you want to modify  Follow the instructions from Twilio to setup the specific
the email account used to send email based texts. account information for your configuration. Contact Twilio
for help on setting up this ability.

Regardless of the method, tap |Send Test Text Message ‘ at any time to send a verification message to your device to
make sure it is working as intended.
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Vll.a.7. Understanding & Troubleshooting Alerts

Unfortunately, receiving alerts reliably and quickly can sometimes be difficult to achieve. The issue is likely not with the
Ronin Sentinel, but rather with the wireless cell phone network the system uses to send alerts to your phone.

We believe very strongly in offering a “free” service for receiving alerts. There is nothing we consider more unfair than
forcing our customers to pay a monthly fee for something after purchasing the equipment. However, we still must rely
on existing systems to deliver the message to your phone and these systems can throw up road blocks to it working
correctly. Most of the time the issues are an attempt by the service to prevent spam messaging.

Many products use “Notifications” rather than text messages. On iPhones, these are the blue boxes that indicate an app
has a message for you. Other products that use text messages utilize an online commercial server to send out their
message, and these services are usually designed for marketing purposes. Those kinds of messaging products normally
have a monthly fee plus a cost for each message sent. The Ronin Sentinel supports this with a popular system called
“Twilio” which users can activate and setup an account to send out their alert messages. Although we support Twilio,
and you can enable this for use with the Sentinel in the Alert setup, we are not involved in subscribing to it and users are
free to use it or not as they wish.

For “free” alert texts we rely on the fact that each wireless carrier allows your phone to receive text messages from an
email account if the email is sent to your phone number at a specific domain. For example, if your phone uses Verizon
and the number was 541-780-6869, then Verizon uses “vzwpix.com” as the domain. Sending an email to

5417806869 @vzwpix.com would deliver the alert to your phone as a text message.

Carrier Email @

Verizon vzwpix.com

AT&T mms.att.net

T-Mobile tmomail.net

Boost myboostmobile.com
Cricket mmes.cricketwireless.net
Sprint pm.sprint.com

U.S. Cellular mms.uscc.net

Virgin Mobile vmpix.com

It is often useful to try this using your normal email account. Send yourself a message using your phone number and
one of the above addresses to verify that you can receive text messages this way.

The default configuration of the Ronin Sentinel is to use the free email account that comes with each Ronin Sentinel to
send a message using your phone number and one of the domain names listed in the previous table. When you setup
text alerts, you enter in your phone number and the wireless carrier and the Ronin Sentinel will send alerts using the
following configuration:

From: <Sentinel Serial Number>@detllc.com (for example: rss0821001 @detllc.com)
To: <your phone number>@<your carrier> (for example: 5417806869 @vzwpix.com)

If you find that you are not receiving alerts (or the alerts come in long after the activity) when using the default
configuration, you may need to take some additional steps as detailed below.

The most common cause for issues is because the wireless carrier is blocking the message from getting to your phone.
The email address ending in “detllc.com” is not widely known, and sometimes the wireless carrier blocks all messages
from it without you doing anything to indicate that this is what you want.
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TROUBLESHOOTING ALERTS — SOLUTION #1 (forward from Gmail or other Email Service)

One of the easiest ways to fix slow or missing alerts is to switch to using a free email account from a provider like
Google. Because Gmail is so widely known, and Gmail accounts are verified to a specific user, most phone carriers pass
the messages from Gmail along very quickly. Follow the steps below to switch the Ronin Sentinel to this method:

1)
2)

3)

4)

5)

On the Sentinel, tap the Settings Icon and select “Sentinel Settings”

Uncheck the box “Send Text Alerts
when Motion Detected” and check the
box “Send Email Alerts when Motion
Detected” like shown below:

These two boxes

Tap the “Setup Email” button and
enter the Gmail address or addresses
you want to send alerts to. Separate
multiple recipients with a comma:

Tap the “Send Test Email” button.
This will send an email to your Gmail
account that you entered above.

% Ronin Sentinel Software - Network Settings
Image & Video

Show splash screen on startup.

Move downloaded Images to "Sent’ folder.

Move downloaded Video to ‘Sent' folder.

~

00:01:00 $

Mark Activity Time :

Alerts
Send Email Alerts when Motion Detected
Send Text Alerts when Motion Detected

Setup Email Setup Texting

Use Military time in Alert Messages

Text Image Orientation : | always Vertical

© Reset to Factory

£ Ronin Sentinel Software - Email Settings
Acocount

Send To

: | myaddress@gmail.com

Message
Subject : | (Automal

Text :

(Automatically se

Advanced Settings

sentinel Radio - Connect
COM Port : |Ronin Sentinel Radio (COM29)

Baud Rate : 921600 8

Sentinel Radio (Digi) - Settings
Data Rate : |Fast (250kbps) M| (Waming: Cameras must matchl)

Tx Power : | 29.0 dbm = Advanced

Sentinel Radio (Digi) - Status
Address : 0013A200 - 41E85074

HW Version : 314A
FW Version : 900A

Network ID : 0x202A

Series : 2560
Device ID : 0xF0000

AES Enabled : No

) Force Reset

Sentinel Server

/ set by Sentinel for test

Send Test Email

Open Gmail and find the message from the Sentinel. It will look something like this:

« N O mw

Ronin Sentinel R§50821002
tome =

8 0 @

RSS0821002 Test Email sentinel

B DO :

4:56 PM (32 minutes ago)

Test email from Ronin Sentinel #RSS0821002!

P

l € Reply

N

[ ~ Forward )

\

N

/
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6) On the left side of Gmail tap the “+” icon next to the word “Labels”. This will let you add a custom folder for
your alerts to go into. Enter in a new label name like “Ronin Sentinel” and tap “Create”.
7) Now setup your phone as a valid “Forwarding Address”:
a. Click on the gear icon at the top right of your Gmail account and select “See all settings”
b. Click on “Forwarding and POP/IMAP”
c. Click “Add a Forwarding Address”.
d

Enter in your phone number and the wireless carrier (i.e. 5417806869 @vzwpix.com). You can find the
different addresses from the table above, click Next, then click Proceed.

e. You will receive a text on your phone with instructions. Follow the steps on your phone to verify the
address (this is usually tapping a link from a text and then selecting “Allow”).

f.  Once the forwarding address is setup, following the instructions below.

8) Go back to the test message from the Sentinel, click

the 3 vertical dots and select “Filter Messages Like From res0821002@detlc.com
These”: o

Subject

Has the words

Doesn't have

Size greater than - MB -

Create filter m

[0 Hasattachment [J Don'tinclude chats

9) Tap “Create Filter”:

Check the box “Skip the inbox (archive it)”.

Check the box “Mark as read” (if you do not
want each alert to show up as an unread

'T‘

When a message is an exact match for your search criteria:

]

Skip the Inbox (Archive it)

&

Mark as read

O starit message).

Apply the label: Ronin Sentinel = Check the box “Apply the Label” and then select

Forward it to: Choose an address... = Add forwarding address the |abe| you Created il’l Step #6.

L Deleteit Check the box “Forward it to:” and then select

O Never sendit toSpam your already setup forwarding address to your

O Always mark it as important phone.

[0 Never mark it as important . “ .
NOTE: If you cannot click the “Forward it

[0 cCategorize as: Choose category... =

to” box, refresh your web page and restart
from Step 8.

O

Also apply filter to matching conversations.

Note: old mail will not be forwarded

H “" H ”
@ Learnmore Click “Create Filter”.

10) On Sentinel, tap “Send Test Email” again. If everything has been setup correctly, the following should happen:

a. The Ronin Sentinel sends an email to your Gmail address.

b. Gmail detects this and automatically forwards it to your phone (as well as moves it to the “Ronin
Sentinel” folder). It should appear within a few seconds as a text on your phone.

c. Itisagood idea to add the message sender as a known “contact” on your phone. This will help prevent
your phone from blocking the alert messages when they come in.

11) Manually activate a camera or wait for one to activate to get your first alert message. Using the above method
can result in a very fast text message to your phone!
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Similar to the first solution to texting issues, you can also use the Gmail app to notify you when a particular message
appears. This is not exactly a text, but works very like one and is easy to setup. If you do not use Gmail, you can setup
an account for free or apply this method to other mail servers who offer similar functionality. Follow the steps below to
switch the Ronin Sentinel to this method:

1)
2)

4)

10/04/2023

On the Sentinel, tap the Settings Icon and select “Sentinel Settings”

Uncheck the box “Send Text Alerts
when Motion Detected” and check the
box “Send Email Alerts when Motion
Detected” like shown below:

These two boxes

III

Tap the “Setup Email” button and
enter the Gmail address or addresses
you want to send alerts to. Separate
multiple recipients with a comma:

Tap the “Send Test Email” button.
This will send an email to your Gmail
account that you entered above.

4 Ronin Sentinel Software - Network Settings
Image & Video

Show splash screen on startup.

Move downloaded Images to 'Sent' folder.

Move downloaded Video to ‘Sent’ folder.

Mark Activity Time :

00:01:00 z

Alerts
Send Email Alerts when Motion Detected

Send Text Alerts when Motion Detected
Setup Email Setup

Use Military time in Alert Messages

Text Image Orientation : | Always Vertical

© Reset to Factory

/& Ronin Sentinel Software - Email Settings
Account

send To

: |myaddress@gmail.com

Message

Subject :

Text: (

Sentinel Radio - Connect
COM Port : | Ronin Sentinel Radio (COM29)

Baud Rate : |921600 v

Sentinel Radio (Digi) - Settings
Data Rate : |Fast (250kbps) [¥| (Waming: Cameras must matchi)

Tx Power :  29.0 dbm i Advanced

Sentinel Radio (Digi) - Status
Address : 0013A200 - 41E85074

HW Version : 314A
FW Version : S00A

Network ID : 0x202A

Series : 2560
Device ID : 0xF0000

AES Enabled : No

) Force Reset

Advanced Settings Sentinel Server

nel for test

ntinel for test

Send Test Email

Open Gmail and find the message from the Sentinel. It will look something like this:

« R OB B 0 @

Ronin Sentinel RSS0821002

tome ¥

Test email from Ronin Sentinel #RSS0821002!

€« Reply \ I ~ Forward \

RSS0821002 Test Email  sentinel x

4:56 PM (32 minutes ago)

B O
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From this point the instructions are different for Android and iOS phones:

iOS Setup:
6) First create a new unique Gmail account for the Ronin Sentinel to use. On iOS you cannot send notifications for
specific messages (only all messages), so it is better to have a dedicated Gmail account just for the Sentinel.

7) If you haven’t done so yet, install the Gmail app from the app store.

8) Run the app and link it to your new Gmail account. If you have multiple Gmail accounts you can access them all
here, but you want to make sure that you select the new account for the Sentinel to use for the steps below.

9) Make sure you “Allow” notifications from the app.

10) Click the Menu icon and select Settings.

11) Select the account you want to use for the Ronin Sentinel.

12) Tap “Email Notifications”.

13) Select “All new mail”.

14) Select the “Notification Sound” you want to use then tap Done.

15) On the Sentinel, tap “Send Test Email” again. If everything has been setup correctly, the following should
happen:

a. The Ronin Sentinel sends an email to your Gmail address.

b. The Gmail app detects this and automatically notifies you of a new message within a few seconds.

16) Manually activate a camera or wait for one to activate to get your first alert message. Using the above method
can result in a very fast text message to your phone!

Android Setup:

6) Open Gmail and find the message from the Sentinel. It will

< X O mW ] “ (2
look something like this: = © ¢

RSS0821002 Test Email  sentinel

7) On the left side of Gmail tap the “+” icon next to the word o Ronin Sentinel RSS0821002 4:56PM (32 minutes ago)
“Labels”. This will let you add a custom folder for your tome
alerts to go into. Enter in a new label name like “Ronin
Sentinel” and tap “Create”.

Test email from Ronin Sentinel #RS80821002!

‘ < Reply ‘ 'r-> Forward.tiﬂ
8) Go back to the test message from the Sentinel, click

the 3 vertical dots and select “Filter Messages Like o res0821002@dethc.com

These”: o
Subject
Has the words
Doesn't have
Size greater than - MB -
[0 Hasattachment [J Don'tinclude chats
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9) Tap “Create Filter”:
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T

8 0O0O®

0 Y o o A

®

When a message is an exact match for your search criteria:

Skip the Inbox (Archive it)

Mark as read

Star it

Apply the label: |Ronin Sentinel =

Forward it to: Choose an address... = Add forwarding address
Delete it

Never send it to Spam

Always mark it as important

Never mark it as important

Categorize as: Choose category... ~

Also apply filter to matching conversations.

Learn more

Check the box “Skip the inbox (archive it)".

Check the box “Apply the Label” and then
select the label you created in Step #6.

Click “Create Filter”.

Create filter

10) Open the Gmail app and link it to your Gmail account.

11) Make sure you “Allow” notifications from the app.

12) At the top tap the Menu icon and select Settings.

13) Select the account you want to use for the Ronin Sentinel and scroll to “Inbox Notifications”.

14) Tap “Manage Labels”, select the “Ronin Sentinel” folder you created above.

15) Tap “Sync Messages > Last 30 days or All”.

16) Choose the notification settings for that label.

17) Close everything and wait for Gmail to update (usually about a minute).

18) On Sentinel, tap “Send Test Email” again. If everything has been setup correctly, the following should happen:

a. The Ronin Sentinel sends an email to your Gmail address.

b. Gmail detects this and automatically forwards it to your phone (as well as moves it to the “Ronin
Sentinel” folder). It should appear within a few seconds as a text on your phone.

c. Itisagood idea to add the message sender as a known “contact” on your phone. This will help prevent
your phone from blocking the alert messages when they come in.

19) Manually activate a camera or wait for one to activate to get your first alert message. Using the above method

can result in a very fast text message to your phone!
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VIl.b. Sentinel Network Settings
The network settings control both the Sentinel link

to an external network and the link to WiFi Current Network Connection : Ethernet
connected cameras (if any). (192.168.1.30)

/& Ronin Sentinel Software - Settings

Tap the | Wireless | 0r| Ethernet ‘ buttons to
configure the Sentinel to work with that type of -
network connection. = Wireless

Configure Network link using :

To search the local network for Ronin Cameras that
are connected by WiFi, tap ‘ Search Network ‘

Search for Ronin Cameras connected by WiFi :

LEJ Search Network

VIl.b.1. Network — Connect to Wireless affen et Sy Suiy;

Tapping the SRCURCLLEILLALEAN  Select the Wireless network you want to use

tS:hatt‘dislpIays the WiFi networks found by the and the password to connect to it :
entinel.

Select the network you want to connect to and the # NeworkName ______ signal | Password :
LoEEs0  Ladd

password for that network and tap . The 2.[DFTGuestNetwork | add

Sentinel will try to connect to that network and sespozsa0 _aall

report if it succeeds. aperes  Ladd

VIl.b.2. Network — Search For Cameras

Tapping the ‘ Search Network ‘ opens a new eSS oA Setnes
window to start a detailed search of the currently Searchmg network for WiFi connected

connected network for any Ronin Camera. Ronin Cameras : Scanning (9%) ...

At the top the progress will be displayed and any #| Name/Location | Serial Number | IP Address | Status |
Ronin Cameras found will appear in the table. 1 1 ]

If a NEW camera is found, you will be able to add it
to the Main Link Screen. If a camera already linked
to the Sentinel is discovered with a different IP
Address, then you can update that IP Address
automatically.

Set Scan Range
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Tap ‘ Set Scan Range | to control what part of the network is

searched. A new window appears like this:

Enter the starting and ending IP address to scan for cameras. 192.168.1.2 f 1

Tap when done.

During the search and when it completes you
will see a status of what was found like this:

Select any camera you want to add and tap

to add it to the main link

screen.

Tap Rescan Network to search again, or tap

‘Set Scan Range ‘ to select a new range to

search.

Starting IP Address :

Ending IP Address :

192.168.1.99

/. Ronin Sentinel Software - Settings

Searching network for WiFi connected
Ronin Cameras : Found 2 Cameras!

Serial Number IP Address

=le Make Active!

1. My Second Location RCS082200F 192.168.1.47

Set Scan Range ‘;’ Rescan Network
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VIIl. Advanced Topics

The following sections detail out advanced topics that most users will not need to access.

Vlll.a. Radio Range Testing
To Be Determined.
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